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QUESTION 1

Examine the Exhibits shown below, then answer the question that follows. 

Review the following DLP Sensor (Exhibit 1): 

Review the following File Filter list for rule #1 (Exhibit 2): 

Review the following File Filter list for rule #2 (Exhibit 3): 

Review the following File Filter list for rule #3 (Exhibit 4): 

An MP3 file is renamed to `workbook.exe\\' and put into a ZIP archive. It is then sent through the FortiGate device over
HTTP. It is intercepted and processed by the configuration shown in the above Exhibits 1-4. Assuming the file is not too
large for the File scanning threshold, what action will the FortiGate unit take? 

A. The file will be detected by rule #1 as an `Audio (mp3)\\', a log entry will be created and it will be allowed to pass
through. 

B. The file will be detected by rule #2 as a "*.exe", a log entry will be created and the interface that received the traffic
will be brought down. 

C. The file will be detected by rule #3 as an Archive(zip), blocked, and a log entry will be created. 

D. Nothing, the file will go undetected. 

Correct Answer: A 

 

QUESTION 2

How can DLP file filters be configured to detect Office 2010 files? (Select all that apply.) 
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A. File TypE. Microsoft Office(msoffice) 

B. File TypE. Archive(zip) 

C. File TypE. Unknown Filetype(unknown) 

D. File NamE. "*.ppt", "*.doc", "*.xls" 

E. File NamE. "*.pptx", "*.docx", "*.xlsx" 

Correct Answer: BE 

 

QUESTION 3

Examine the following log message for IPS and identify the valid responses below. (Select all that apply.) 

2012-07-01 09:54:28 oid=2 log_id=18433 type=ips subtype=anomaly pri=alert vd=root severity="critical"
src="192.168.3.168" dst="192.168.3.170" src_int="port2" serial=0 status="detected" proto=1 service="icmp" count=1
attack_name="icmp_flood" icmp_id="0xa8a4" icmp_type="0x08" icmp_code="0x00" attack_id=16777316 sensor="1"
ref="http://www.fortinet.com/ids/VID16777316" msg="anomaly: icmp_flood, 51 > threshold 50" 

A. The target is 192.168.3.168. 

B. The target is 192.168.3.170. 

C. The attack was detected and blocked. 

D. The attack was detected only. 

E. The attack was TCP based. 

Correct Answer: BD 

 

QUESTION 4

A DLP rule with an action of Exempt has been matched against traffic passing through the FortiGate unit. Which of the
following statements is correct regarding how this transaction will be handled by the FortiGate unit? 

A. Any other matched DLP rules will be ignored with the exception of Archiving. 

B. Future files whose characteristics match this file will bypass DLP scanning. 

C. The traffic matching the DLP rule will bypass antivirus scanning. 

D. The client IP address will be added to a white list. 

Correct Answer: A 

 

QUESTION 5

Which of the following cannot be used in conjunction with the endpoint compliance check? 
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A. HTTP Challenge Redirect to a Secure Channel (HTTPS) in the Authentication Settings. 

B. Any form of firewall policy authentication. 

C. WAN optimization. 

D. Traffic shaping. 

Correct Answer: A 

FCNSP.V5 PDF Dumps FCNSP.V5 Study Guide FCNSP.V5 Exam Questions

Powered by TCPDF (www.tcpdf.org)

FCNSP.V5 PDF Dumps | FCNSP.V5 Study Guide | FCNSP.V5 Exam Questions                                4 / 4

https://www.geekcert.com/fcnsp-v5.html
https://www.geekcert.com/fcnsp-v5.html
https://www.geekcert.com/fcnsp-v5.html
http://www.tcpdf.org
https://www.geekcert.com/fcnsp-v5.html
https://www.geekcert.com/fcnsp-v5.html
https://www.geekcert.com/fcnsp-v5.html

