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QUESTION 1

In which of the following report templates would you configure the charts to be included in the report? 

A. Layout Template 

B. Data Filter Template 

C. Output Template 

D. Schedule Template 

Correct Answer: A 

 

QUESTION 2

Which of the following describes the best custom signature for detecting the use of the word "Fortinet" in chat
applications? 

A. The sample packet trace illustrated in the exhibit provides details on the packet that requires detection. F-SBID(
--protocol tcp; --flow from_client; --pattern "X-MMS-IM-Format"; --pattern "fortinet"; -no_case; ) 

B. F-SBID( --protocol tcp; --flow from_client; --pattern "fortinet"; --no_case; ) 

C. F-SBID( --protocol tcp; --flow from_client; --pattern "X-MMS-IM-Format"; --pattern "fortinet"; --within 20; --no_case; ) 

D. F-SBID( --protocol tcp; --flow from_client; --pattern "X-MMS-IM-Format"; --pattern "fortinet"; --within 20; ) 

Correct Answer: A 
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QUESTION 3

Which of the following methods does the FortiGate unit use to determine the availability of a web cache using Web
Cache Communication Protocol (WCCP)? 

A. The FortiGate unit receives periodic "Here I am" messages from the web cache. 

B. The FortiGate unit polls all globally-defined web cache servers at a regular intervals. 

C. The FortiGate using uses the health check monitor to verify the availability of a web cache server. 

D. The web cache sends an "I see you" message which is captured by the FortiGate unit. 

Correct Answer: C 

 

QUESTION 4

Examine the Exhibit shown below; then answer the question following it. 

In this scenario, the Fortigate unit in Ottawa has the following routing table: S* 0.0.0.0/0 [10/0] via 172.20.170.254, port2
C 172.20.167.0/24 is directly connected, port1 C 172.20.170.0/24 is directly connected, port2 

Sniffer tests show that packets sent from the Source IP address 172.20.168.2 to the Destination IP address
172.20.169.2 are being dropped by the FortiGate unit located in Ottawa. Which of the following correctly describes the
cause for the dropped packets? 

A. The forward policy check. 

B. The reverse path forwarding check. 

C. The subnet 172.20.169.0/24 is NOT in the Ottawa FortiGate unit\\'s routing table. 

D. The destination workstation 172.20.169.2 does NOT have the subnet 172.20.168.0/24 in its routing table. 

Correct Answer: B 
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QUESTION 5

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the AntiVirus and Email Filter profiles applied to this policy. 

What is the correct behavior when the email attachment is detected as a virus by the FortiGate AntiVirus engine? 

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected. 

B. The FortiGate unit will reject the infected email and notify both the sender and recipient. 

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed. 
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D. The FortiGate unit will reject the infected email and notify the sender. 

Correct Answer: A 
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