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QUESTION 1

Review the output of the command config router ospf shown in the Exhibit below; then answer the question following it.

STULENT (ospf) # show
config router
config s
cdit

end
config network
edit 1
get prefix

erncl

config ospf-interface
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end

config discribute "connzcted™
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edistribute "static”
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config redistribute "rip"
encd

config redistribute "hbgp™
end

config rediscribute "izis™
encl

. router-id 1

Which one of the following statements is correct regarding this output?
A. OSPF Hello packets will only be sent on interfaces configured with the IP addresses 172.16.1.1 and 172.16.1.2.

B. OSPF Hello packets will be sent on all interfaces of the FortiGate device.
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C. OSPF Hello packets will be sent on all interfaces configured with an address matching the 10.0.1.0/24 and
172.16.0.0/12 networks.

D. OSPF Hello packets are not sent on point-to-point networks.

Correct Answer: C

QUESTION 2

When the SSL proxy inspects the server certificate for Web Filtering only in SSL Handshake mode, which certificate
field is being used to determine the site rating?

A. Common Name

B. Organization

C. Organizational Unit
D. Serial Number

E. Validity

Correct Answer: A

QUESTION 3

Which of the following represents the correct order of criteria used for the selection of a Master unit within a FortiGate
High Availability (HA) cluster when master override is disabled?

A. 1. port monitor, 2. unit priority, 3. up time, 4. serial number
B. 1. port monitor, 2. up time, 3. unit priority, 4. serial number
C. 1. unit priority, 2. up time, 3. port monitor, 4. serial number
D. 1. up time, 2. unit priority, 3. port monitor, 4. serial number

Correct Answer: B

QUESTION 4

Examine the Exhibit shown below; then answer the question following it.

FGT Vancouver FGT Ottawa

3
S ‘ﬁ_} Corporate Bo
= network .
port2 el portl Portl

172.21.1.1/16

172.11.11.1/24 172.11.12.1/24
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The Vancouver FortiGate unit initially had the following information in its routing table:

S 172.20.0.0/16 [10/0] via 172.21.1.2, port2 C 172.21.0.0/16 is directly connected, port2 C 172.11.11.0/24 is directly
connected, portl

Afterwards, the following static route was added:

config router static edit 6 set dst 172.20.1.0 255.255.255.0 set pririoty O set device portl set gateway 172.11.12.1 next
end

Since this change, the new static route is NOT showing up in the routing table. Given the information provided, which of
the following describes the cause of this problem?

A. The subnet 172.20.1.0/24 is overlapped with the subnet of one static route that is already in the routing table
(172.20.0.0/16), so, we need to enable allow-subnet-overlap first.

B. The \V'gateway\\' IP address is NOT in the same subnet as the IP address of portl.
C. The priority is 0, which means that the route will remain inactive.
D. The static route configuration is missing the distance setting.

Correct Answer: B

QUESTION 5

The transfer of encrypted files or the use of encrypted protocols between users and servers on the internet can frustrate
the efforts of administrators attempting to monitor traffic passing through the FortiGate unit and ensuring user
compliance to corporate rules.

Which of the following items will allow the administrator to control the transfer of encrypted data through the FortiGate
unit? (Select all that apply.)

A. Encrypted protocols can be scanned through the use of the SSL proxy.
B. DLP rules can be used to block the transmission of encrypted files.

C. Firewall authentication can be enabled in the firewall policy, preventing the use of encrypted communications
channels.

D. Application control can be used to monitor the use of encrypted protocols; alerts can be sent to the administrator
through email when the use of encrypted protocols is attempted.

Correct Answer. ABD
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