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QUESTION 1

The diag sys session list command is executed in the CLI. The output of this command is shown in the exhibit.

session info: proto=06 proto state=11 duration=539 expire=357 [ timeout=3600
Hags=00000000 sockflag=00000000 sockport=80 av_idx=0 use=5
origin-shaper=guarantee- {UEhps prio={ guarantes [/88 e may 1342177 28Fec
traffic 123/5ec

reply-shaper=low-pricrity prio=3 guarantee Ofsec max 1342177 28/sec traffic 1i5/5ec
per in shaper= é

b jd=( hakey=1335

policy dir=0tunnal=/ °

state=redir local may_dirty ndr oz rs rem O

statistic(bytes/packets/allow err): org=3201/0& | ®epiy=20672/58/1 tuples=3
orgin-=sink: org pre-=post, reply pre-=po y=0-=3/3-=0

eWy=70.27 192 1f1G2. 1682022

hook=post dir=org act=snat [592. 168L0%.:3196-
={28 J00.58.55:80(76.27.195.14 1,
hook=pre dir=reply act=dnat [ (. 58.53:80-
=70.27. 135, 147:58618(192. 2:3195)

hook=post dir=reply ac (28 100.58.53:80-> 132, 168.203.2: 3196{0.0.0.0:0)
posithefore,after) 040, . 0)

mise=0policy id=10id policy id=0auth info=0chk client info=0vd=0
serial=00115cae tos={71 app ist=2000 app=0

dd_type=0dd e id=0

per ip bandwidth meter: addr=102.168.203.2, bps=1551

Based on the output from this command, which of the following statements is correct?
A. This is a UDP session.

B. Traffic shaping is being applied to this session.

C. This is an ICMP session.

D. This traffic has been authenticated.

E. This session matches a firewall policy with ID 5.

Correct Answer: B

QUESTION 2
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Which of the following represents the method used on a FortiGate unit running FortiOS version 4.2 to apply traffic
shaping to P2P traffic, such as BitTorrent?

A. Apply a Traffic Shaper to a BitTorrent entry in an Application Control List.
B. Enable the Shape option in a Firewall policy with a Service set to BitTorrent.

C. Define a DLP Rule to match against BitTorrent traffic and include the rule in a DLP Sensor with Traffic Shaping
enabled.

D. Specify the amount of Rate Limiting to be applied to BitTorrent traffic through the P2P settings of the Firewall Policy
Protocol Options.

Correct Answer: A

QUESTION 3

With FSSO, a domain user could authenticate either against the domain controller running the Collector Agent and
Domain Controller Agent, or a domain controller running only the Domain Controller Agent.

If you attempt to authenticate with the Secondary Domain Controller running only the Domain Controller Agent, which of
the following statements are correct? (Select all that apply.)

A. The login event is sent to the Collector Agent.
B. The FortiGate unit receives the user information from the Domain Controller Agent of the Secondary Controller.
C. The Collector Agent performs the DNS lookup for the authenticated client\\'s IP address.

D. The user cannot be authenticated with the FortiGate device in this manner because each Domain Controller Agent
requires a dedicated Collector Agent.

Correct Answer: AC

QUESTION 4

Examine the two static routes to the same destination subnet 172.20.168.0/24 as shown below; then answer the
guestion following it.

config router static edit 1 set dst 172.20.168.0 255.255.255.0 set distance 20 set priority 10 set device portl next edit 2
set dst 172.20.168.0 255.255.255.0 set distance 20 set priority 20 set device port2 next end

Which of the following statements correctly describes the static routing configuration provided above?
A. The FortiGate unit will evenly share the traffic to 172.20.168.0/24 through both routes.

B. The FortiGate unit will share the traffic to 172.20.168.0/24 through both routes, but the port2 route will carry
approximately twice as much of the traffic.

C. The FortiGate unit will send all the traffic to 172.20.168.0/24 through portl.

D. Only the route that is using portl will show up in the routing table.
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Correct Answer: C

QUESTION 5

When viewing the Banned User monitor in Web Config, the administrator notes the entry illustrated in the exhibit.

1 192.168.203.2 HTTP-get P}’ -gat-pLt FriJun 11 15:25:38 2010 Indefinite A

Which of the following statements is correct regarding this entry?

A. The entry displays a ban that has been added as a result of traffic triggering a configured DLP rule.

B. The entry displays a ban that was triggered by HTTP traffic matching an IPS signature. This client is banned from
receiving or sending any traffic through the FortiGate.

C. The entry displays a quarantine, which could have been added by either IPS or DLP.

D. This entry displays a ban entry that was added manually by the administrator on Junel1lth.

Correct Answer: A
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