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QUESTION 1

Which of the following tasks fall under the responsibility of the SSL proxy in a typical HTTPS connection? (Select all that
apply.) 

A. The web client SSL handshake. 

B. The web server SSL handshake. 

C. File buffering. 

D. Communication with the urlfilter process. 

Correct Answer: AB 

 

QUESTION 2

If Open Shortest Path First (OSPF) has already been configured on a FortiGate unit, which of the following statements
is correct if the routes learned through OSPF need to be announced by Border Gateway Protocol (BGP)? 

A. The FortiGate unit will automatically announce all routes learned through OSPF to its BGP peers if the FortiGate unit
is configured as an OSPF Autonomous System Boundary Router (ASBR). 

B. The FortiGate unit will automatically announce all routes learned through OSPF to its BGP peers if the FortiGate unit
is configured as an OSPF Area Border Router (ABR). 

C. At a minimum, the network administrator needs to enable Redistribute OSPF in the BGP settings. 

D. The BGP local AS number must be the same as the OSPF area number of the routes learned that need to be
redistributed into BGP. 

E. By design, BGP cannot redistribute routes learned through OSPF. 

Correct Answer: C 

 

QUESTION 3

A portion of the device listing for a FortiAnalyzer unit is displayed in the exhibit. 

Which of the following statements best describes the reason why the FortiGate 60B unit is unable to archive data to the
FortiAnalyzer unit? 
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A. The FortiGate unit is considered an unregistered device. 

B. The FortiGate unit has been blocked from sending archive data to the FortiAnalyzer device by the administrator. 

C. The FortiGate unit has insufficient privileges. The administrator should edit the device entry in the FortiAnalyzer and
modify the privileges. 

D. The FortiGate unit is being treated as a syslog device and is only permitted to send log data. 

Correct Answer: A 

 

QUESTION 4

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the AntiVirus and Email Filter profiles applied to this policy. 
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What is the correct behavior when the email attachment is detected as a virus by the FortiGate AntiVirus engine? 

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected. 

B. The FortiGate unit will reject the infected email and notify both the sender and recipient. 

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed. 

D. The FortiGate unit will reject the infected email and notify the sender. 

Correct Answer: A 

 

QUESTION 5

If Routing Information Protocol (RIP) version 1 or version 2 has already been configured on a FortiGate unit, which of
the following statements is correct if the routes learned through RIP need to be advertised into Open Shortest Path First
(OSPF)? 

A. The FortiGate unit will automatically announce all routes learned through RIP v1 or v2 to its OSPF neighbors. 

B. The FortiGate unit will automatically announce all routes learned only through RIP v2 to its OSPF neighbors. 

C. At a minimum, the network administrator needs to enable Redistribute RIP in the OSPF Advanced Options. 

D. The network administrator needs to configure a RIP to OSPF announce policy as part of the RIP settings. 

E. At a minimum, the network administrator needs to enable Redistribute Default in the OSPF Advanced Options. 

Correct Answer: C 
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