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QUESTION 1

If Routing Information Protocol (RIP) version 1 or version 2 has already been configured on a FortiGate unit, which of
the following statements is correct if the routes learned through RIP need to be advertised into Open Shortest Path First
(OSPF)? 

A. The FortiGate unit will automatically announce all routes learned through RIP v1 or v2 to its OSPF neighbors. 

B. The FortiGate unit will automatically announce all routes learned only through RIP v2 to its OSPF neighbors. 

C. At a minimum, the network administrator needs to enable Redistribute RIP in the OSPF Advanced Options. 

D. The network administrator needs to configure a RIP to OSPF announce policy as part of the RIP settings. 

E. At a minimum, the network administrator needs to enable Redistribute Default in the OSPF Advanced Options. 

Correct Answer: C 

 

QUESTION 2

Review the IPsec diagnostics output of the command diag vpn tunnel list shown in the Exhibit below. 

Which of the following statements are correct regarding this output? (Select all that apply.) 

A. The connecting client has been allocated address 172.20.1.1. 

B. In the Phase 1 settings, dead peer detection is enabled. 

C. The tunnel is idle. 

D. The connecting client has been allocated address 10.200.3.1. 

Correct Answer: AB 

 

QUESTION 3
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Which of the following statements are correct regarding the configuration of a FortiGate unit as an SSL VPN gateway?
(Select all that apply.) 

A. Tunnel mode can only be used if the SSL VPN user groups have at least one Host Check option enabled. 

B. The specific routes needed to access internal resources through an SSL VPN connection in tunnel mode from the
client computer are defined in the routing widget associated with the SSL VPN portal. 

C. In order to apply a portal to a user, that user must belong to an SSL VPN user group. 

D. The portal settings specify whether the connection will operate in web-only or tunnel mode. 

Correct Answer: CD 

 

QUESTION 4

Which of the following describes the best custom signature for detecting the use of the word "Fortinet" in chat
applications? 

A. The sample packet trace illustrated in the exhibit provides details on the packet that requires detection. F-SBID(
--protocol tcp; --flow from_client; --pattern "X-MMS-IM-Format"; --pattern "fortinet"; -- no_case; ) 

B. F-SBID( --protocol tcp; --flow from_client; --pattern "fortinet"; --no_case; ) 

C. F-SBID( --protocol tcp; --flow from_client; --pattern "X-MMS-IM-Format"; --pattern "fortinet"; --within 20; --no_case; ) 

D. F-SBID( --protocol tcp; --flow from_client; --pattern "X-MMS-IM-Format"; --pattern "fortinet"; --within 20; ) 

Correct Answer: A 
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QUESTION 5

A FortiClient fails to establish a VPN tunnel with a FortiGate unit. 

The following information is displayed in the FortiGate unit logs: 

msg="Initiator: sent 192.168.11.101 main mode message #1 (OK)" msg="Initiator: sent 192.168.11.101 main mode
message #2 (OK)" msg="Initiator: sent 192.168.11.101 main mode message #3 (OK)" msg="Initiator: parsed
192.168.11.101 

main mode message #3 (DONE)" msg="Initiator: sent 192.168.11.101 quick mode message #1 (OK)" msg="Initiator:
tunnel 192.168.1.1/192.168.11.101 install ipsec sa" msg="Initiator: sent 192.168.11.101 quick mode message #2
(DONE)" 

msg="Initiator: tunnel 192.168.11.101, transform=ESP_3DES, HMAC_MD5" msg="Failed to acquire an IP address 

Which of the following statements is a possible cause for the failure to establish the VPN tunnel? 

A. An IPSec DHCP server is not enabled on the external interface of the FortiGate unit. 

B. There is no IPSec firewall policy configured for the policy-based VPN. 

C. There is a mismatch between the FortiGate unit and the FortiClient IP addresses in the phase 2 settings. 

D. The phase 1 configuration on the FortiGate unit uses Aggressive mode while FortiClient uses Main mode. 

Correct Answer: A 
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