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QUESTION 1

Two FortiGate devices fail to form an HA cluster, the device hostnames are STUDENT and REMOTE. Exhibit A shows
the command output of \\'show system ha\\' for the STUDENT device. Exhibit B shows the command output of \\'show
system ha\\' for the REMOTE device.

Exhibit A:

Max number of wvirtwual domains: 18
Uirtual domains status: 1 in MAT rode, B in TP mHode
Jirtual domain configuration: di=sable
IPS-CC rMode: disable
Current HA mMode: a-p, master
Branch point: 128
Release Uersion Information: GA
pyster time: Thu Jan 24 B8:34:19 2813

STUDENT
STUDENT

#
# show system ha
config sypstem ha
zet mMode a-p
set password ENC SFHCYWOJXR9zGWE0kUnUsREHBrulcMISHUVESoUSotyn+ddsg=xdCnJ1GRJE
McEECpiT3Z/3dCrIuYIDgHZ2=E+1A1XHIADOV/r5TkaqGnb j15xU a
set hbdev "port2" 58
set override di=sable
zet priority 288
end

STUDENT # _

Exhibit B
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iglobal: =es_limit=B =sesb_limit=8 rt_limit=8 rtb6_limit=H

REMOTE # diagnose sys sesszion stat
HMisc info: gsession_count=11 setup_rate=H exp_count=H clash=4

terory_tension_drop=8 ephemeral=B-57344 removeable=B ha_scan=8
delete=B, flush=8, dev_down=B-8
TCP sessions:

2 in ESTABLISHED =tate
1 in SYM_SENT =tate

firewall error stat:
errorl=-HAABEAAA
errorZ2=-000868AH
error3-B00B6BAAA
errord=-HAAAHAAAA
tt=-ABABEBRAA
cont -HHHEHHEEAE
ids_recv-AAABRAAEA
url recwv-HAHABABA
av_ recv-HHAHBAAH
fgdn_count=-B888EB6A
tcp reset =tat:

syncgf=H acceptqf-H no-listener=7 data-8 ses=H ips=8
global: ses_limit=B sesb_limit=B rt_limit=8 rt6_limit=H

Which one of the following is the most likely reason that the cluster fails to form?
A. Password

B. HA mode

C. Hearbeat

D. Override

Correct Answer: B

QUESTION 2

FSSO provides a single sign on solution to authenticate users transparently to a FortiGate unit using credentials stored
in Windows Active Directory. Which of the following statements are correct regarding FSSO in a Windows domain
environment when NTLM and Polling Mode are not used? (Select all that apply.)

A. An FSSO Collector Agent must be installed on every domain controller.

B. An FSSO Domain Controller Agent must be installed on every domain controller.

C. The FSSO Domain Controller Agent will regularly update user logon information on the FortiGate unit.

D. The FSSO Collector Agent will retrieve user information from the Domain Controller Agent and will send the user
logon information to the FortiGate unit.

E. For non-domain computers, the only way to allow FSSO authentication is to install an FSSO client.
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Correct Answer: BD

QUESTION 3

Bob wants to send Alice a file that is encrypted using public key cryptography.

Which of the following statements is correct regarding the use of public key cryptography in this scenario?
A. Bob will use his private key to encrypt the file and Alice will use her private key to decrypt the file.

B. Bob will use his public key to encrypt the file and Alice will use Bob\\'s private key to decrypt the file.

C. Bob will use Alice\\'s public key to encrypt the file and Alice will use her private key to decrypt the file.
D. Bob will use his public key to encrypt the file and Alice will use her private key to decrypt the file.

E. Bob will use Alice\\'s public key to encrypt the file and Alice will use Bob\\'s public key to decrypt the file.

Correct Answer: C

QUESTION 4

Which of the following statements correctly describes the deepscan option for HTTPS?

A. When deepscan is disabled, only the web server certificate is inspected; no decryption of content occurs.
B. Enabling deepscan will perform further checks on the server certificate.

C. Deepscan is only applicable to mail protocols, where all IP addresses in the header are checked.

D. With deepscan enabled, archived files will be decompressed before scanning for a more comprehensive file
inspection.

Correct Answer: A

QUESTION 5

Review the static route configuration for IPsec shown in the Exhibit below; then answer the question following it.
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Mew Static Route

Destnation IP/Mask |1|—|-|'|-?'-|'|,-’?4 E
Device |Rem|:|te_1;| oo
A
Gatew ay |III.III.III.I:I é‘
@
Comments Jwirite a cu@nt... 07255
~ Advanced... | ee'
' Ok | | Cancel

Which of the following statements are correct regarding this configuration? (Select all that apply).
A. Remote_1 is a Phase 1 object with interface mode enabled

B. The gateway address is not required because the interface is a point-to-point connection

C. The gateway address is not required because the default route is used

D. Remote_1 is a firewall zone

Correct Answer: AB
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