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QUESTION 1

An internal host at IP address 10.10.50.100 is suspected to be communicating with a command and control whenever a
user launches browser window. What features and settings of Wireshark should be used to isolate and analyze this
network traffic? 

A. Filter traffic using ip.src = = 10.10.50.100 and tcp.srcport = = 80, and use Expert Info 

B. Filter traffic using ip.src = = 10.10.50.100 and tcp.dstport = = 53, and use Expert Info 

C. Filter traffic using ip.src = = 10.10.50.100 and tcp.dstport = = 80, and use Follow TCP stream 

D. Filter traffic using ip.src = = 10.10.50.100, and use Follow TCP stream 

Correct Answer: C 

 

QUESTION 2

Which of the following attacks would use ".." notation as part of a web request to access restricted files and directories,
and possibly execute code on the web server? 

A. URL directory 

B. HTTP header attack 

C. SQL injection 

D. IDS evasion 

E. Cross site scripting 

Correct Answer: A 

 

QUESTION 3

An outside vulnerability assessment reveals that users have been routinely accessing Gmail from work for over a year,
a clear violation of this organization\\'s security policy. The users report "it just started working one day". Later, a
network administrator admits he meant to unblock Gmail for just his own IP address, but he made a mistake in the
firewall rule. 

Which security control failed? 

A. Access control 

B. Authentication 

C. Auditing 

D. Rights management 

Correct Answer: C 
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Explanation: Audits are used to identify irregular activity in logged (after-the-fact) records. If this activity went unnoticed
or uncorrected for over a year, the internal audits failed because they were either incomplete or inaccurate.
Authentication, access control and managing user rights would not apply as a network admin could be expected to have
the ability to configure firewall rules. 

 

QUESTION 4

If a Cisco router is configured with the "service config" configuration statement, which of the following tools could be
used by an attacker to apply a new router configuration? 

A. TFTPD 

B. Hydra 

C. Ettercap 

D. Yersinia 

Correct Answer: A 

 

QUESTION 5

Which action would be the responsibility of the First Responder once arriving at the scene of a suspected incident as
part of a Computer Security Incident Response Plan (CSIRP)? 

A. Making the decision of whether or not to notify law enforcement on behalf of the organization. 

B. Performing timeline creation on the system files in order to identify and remove discovered malware. 

C. Copying critical data from suspected systems to known good systems so productivity is not affected by the
investigation. 

D. Conducting initial interviews and identifying the systems involved in the suspected incident. 

Correct Answer: D 

Explanation: The First Responder plays a critical role in the Incident Response process on the CSIRT 

(Computer Security Incident Response Team). 

Here is a list of some typical responder tasks: 

Make sure that the correct system is identified and photograph the scene, if necessary. 

Conduct an initial interview (not an interrogation) of any witnesses. 

The decision to notify law enforcement requires explicit approval and direction form management and/or 

counsel. While a First Responder may collect initial data while minimally intruding on the system, no major 

changes, or indepth media analysis should be performed by the First Responder when initially responding 

to a suspected incident. 
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