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QUESTION 1

Which of the following needs to be documented to preserve evidences for presentation in court?
A. Separation of duties

B. Incident response policy

C. Chain of custody

D. Account lockout policy

Correct Answer: C

QUESTION 2

Adam works as a Computer Hacking Forensic Investigator for a garment company in the United States. A project has
been assigned to him to investigate a case of a disloyal employee who is suspected of stealing design of the garments,
which belongs to the company and selling those garments of the same design under different brand name. Adam
investigated that the company does not have any policy related to the copy of design of the garments. He also
investigated that the trademark under which the employee is selling the garments is almost identical to the original
trademark of the company. On the grounds of which of the following laws can the employee be prosecuted?

A. Trademark law

B. Cyber law

C. Copyright law

D. Espionage law

Correct Answer: A

QUESTION 3

Which of the following parameters is NOT used for calculating the capacity of the hard disk?
A. Bytes per sector

B. Number of heads

C. Total number of sectors

D. Number of platters

Correct Answer: D

QUESTION 4
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You are a professional Computer Hacking forensic investigator. You have been called to collect the evidences of Buffer
Overflows or Cookie snooping attack. Which of the following logs will you review to accomplish the task?

Each correct answer represents a complete solution. Choose all that apply.
A. System logs

B. Event logs

C. Web server logs

D. Program logs

Correct Answer: ABD

QUESTION 5

Which of the following is a file management tool?
A. Defrag

B. MSCONFIG

C. Device Manager

D. Windows Explorer

Correct Answer: D
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