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QUESTION 1

A firewall is a combination of hardware and software, used to provide security to a network. It is used to protect an
internal network or intranet against unauthorized access from the Internet or other outside networks. It restricts inbound
and outbound access and can analyze all traffic between an internal network and the Internet. Users can configure a
firewall to pass or block packets from specific IP addresses and ports. Which of the following tools works as a firewall for
the Linux 2.4 kernel?

A. Stunnel

B. IPTables

C. IPChains

D. OpenSSH

Correct Answer: B

QUESTION 2

Which of the following DNS resource records is used to resolve a host name to an IPv6 address?
A. AAAA

B. HINFO

C. CNAME

D.A

Correct Answer: A

QUESTION 3

You work as a Network Administrator for PassGuide Inc. The company has deployed an ASA at the network perimeter.
Which of the following types of firewall will you use to create two different communications, one between the client and
the firewall, and the other between the firewall and the end server?

A. Proxy-based firewall

B. Endian firewall

C. Stateful firewall

D. Packet filter firewall

Correct Answer: A

QUESTION 4
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Which of the following can be applied as countermeasures against DDoS attacks? Each correct answer represents a
complete solution. Choose all that apply.

A. Limiting the amount of network bandwidth
B. Blocking IP address

C. Using LM hashes for passwords

D. Using Intrusion detection systems

E. Using the network-ingress filtering

Correct Answer: ABDE

QUESTION 5

You work as a Network Administrator for Tech Perfect Inc. Your company has a Windows 2000- based network. You
want to verify the connectivity of a host in the network. Which of the following utilities will you use?

A. PING

B. TELNET
C. NETSTAT
D. TRACERT

Correct Answer: A
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