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QUESTION 1

Which of the following is not a Denial of Service (DoS) attack? 

A. Smurf attack 

B. Code injection attack 

C. Ping of Death attack 

D. Teardrop attack 

Correct Answer: B 

 

QUESTION 2

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He is using a tool to crack the wireless encryption keys. The description of the tool is as follows: 

Which of the following tools is John using to crack the wireless encryption keys? 

A. PsPasswd 

B. AirSnort 

C. Cain 

D. Kismet 

Correct Answer: B 

 

QUESTION 3

Which of the following is known as a message digest? 

A. Hash function 

B. Hashing algorithm 

C. Spider 

D. Message authentication code 

Correct Answer: A 
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QUESTION 4

Which of the following tools can be used to view active telnet sessions? 

A. Juggernaut 

B. Cgichk 

C. Nikto 

D. Hackbot 

Correct Answer: A 

 

QUESTION 5

Which of the following algorithms produces a digital signature which is used to authenticate the bit- stream images? 

A. MD6 

B. MD5 

C. BOINIC 

D. HashClash 

Correct Answer: B 
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