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QUESTION 1
The EnCase signature analysis is used to perform which of the following actions?

A. Analyzing the relationship of a file signature to its file header.Analyzing the relationship of a file signature to its file
header.

B. Analyzing the relationship of a file signature to a list of hash sets.Analyzing the relationship of a file signature to a list
of hash sets.

C. Analyzing the relationship of a file signature to its computed MD5 hash value.Analyzing the relationship of a file
signature to its computed MD5 hash value.

Correct Answer: A

QUESTION 2

If a hard drive is left in a room while acquiring, and several persons have access to that room, which of the following
areas would be of most concern?

A. Storage

B. There is no concern
C. Cross-contamination
D. Chain-of-custody

Correct Answer: D

QUESTION 3

A personal data assistant was placed in a evidence locker until an examiner has time to examine it. Which of the
following areas would require special attention?

A. Chain-of-custody

B. Cross-contamination
C. Storage

D. There is no concern

Correct Answer: C

QUESTION 4

How are the results of a signature analysis examined?
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A. By sorting on the signature column in the table view.
B. By sorting on the hash library column in the table view.
C. By sorting on the hash sets column in the table view
D. By sorting on the category column in the table view.

Correct Answer: C

QUESTION 5

Select the appropriate name for the highlighted area of the binary numbers.
A. Bit

B. Nibble

C. Word

D. Byte

E. Dword

Correct Answer: B
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