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QUESTION 1

How are the results of a signature analysis examined? 

A. By sorting on the signature column in the table view. 

B. By sorting on the hash library column in the table view. 

C. By sorting on the hash sets column in the table view 

D. By sorting on the category column in the table view. 

Correct Answer: C 

 

QUESTION 2

RAM is used by the computer to: 

A. Establish a connection with external devices. 

B. Temporarily store electronic data that is being processed. 

C. Execute the POST during start-up. 

D. Permanently store electronic data. 

Correct Answer: B 

 

QUESTION 3

If cases are worked on a lab drive in a secure room, without any cleaning of the contents of the drive, which of the
following areas would be of most concern? 

A. Storage 

B. There is no concern 

C. Chain-of-custody 

D. Cross-contamination 

Correct Answer: D 

 

QUESTION 4

4 bits allows what number of possibilities? 

B. 2 
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C. 4 

D. 8 

Correct Answer: A 

 

QUESTION 5

You are assigned to assist with the search and seizure of several computers. The magistrate ordered that the
computers cannot be seized unless they are found to contain any one of ten previously identified images. You currently
have the ten images in JPG format. Using the EnCase methodology, how would you best handle this situation? 

A. Use FastBloc or a network/parallel port cable to acquire forensic images of the hard drives, then search the evidence
files for the previously identified images. 

B. Use FastBloc or a network/parallel port cable to preview the hard drives. Go to the Gallery view and search for the
previously identified images. 

C. Use FastBloc or a network/parallel port cable to preview the hard drives. Conduct a hash analysis of the files on the
hard drives, using a hash library containing the hash values of the previously identified images. 

D. Use an EnCase DOS boot disk to conduct a text search for hild porn. Use an EnCase DOS boot disk to 

conduct a text search for child porn? 

Correct Answer: C 
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