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QUESTION 1

You are the project manager for a software technology company. You and the project team have identified that the
executive staff is not fully committed to the project. Which of the following best describes the risk? 

A. Residual risks 

B. Trend analysis 

C. Schedule control 

D. Organizational risks 

Correct Answer: D 

 

QUESTION 2

You work as a Network Administrator for ABC Inc. The company has a secure wireless network. However, in the last
few days, an attack has been taking place over and over again. This attack is taking advantage of ICMP directed
broadcast. To stop this attack, you need to disable ICMP directed broadcasts. Which of the following attacks is taking
place? 

A. Smurf attack 

B. Sniffer attack 

C. Cryptographic attack 

D. FMS attack 

Correct Answer: A 

 

QUESTION 3

Which of the following is the phase of Incident handling process in which the distinction between an event and an
incident is made? 

A. Preparation phase 

B. Eradication phase 

C. Differential phase 

D. Identification phase 

Correct Answer: D 

 

QUESTION 4
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Your network utilizes a coax cable for connections between various network segments. Your predecessor made sure
none of the coax cables were in an exposed area that could easily be accessed. This caused the use of significant extra
cabling. Why do you think this was done? 

A. This was an error you should correct. It wastes the cable and may make maintenance more difficult. 

B. He was concerned about wireless interception of data. 

C. He was concerned about electromagnetic emanation being used to gather data. 

D. He was concerned about vampire taps. 

Correct Answer: D 

 

QUESTION 5

You switch on your mobile Bluetooth device to transfer data to another Bluetooth device. Which of the following
Information assurance pillars ensures that the data transfer is being performed with the targeted authorized Bluetooth
device and not with any other or unauthorized device? 

A. Data integrity 

B. Confidentiality 

C. Authentication 

D. Non-repudiation 

Correct Answer: C 
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