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QUESTION 1

You are the Network Administrator for a bank. You discover that someone has logged in with a user account access, but
then used various techniques to obtain access to other user accounts. What is this called?

A. Vertical Privilege Escalation

B. Session Hijacking

C. Account hijacking

D. Horizontal Privilege Escalation

Correct Answer: D

QUESTION 2

Which of the following types of firewall functions at the Session layer of OSI model?
A. Circuit-level firewall

B. Application-level firewall

C. Switch-level firewall

D. Packet filtering firewall

Correct Answer: A

QUESTION 3

Which of the following devices or hardware parts employs SMART model system as a monitoring system?
A. Modem

B. RAM

C. Hard disk

D. IDS

Correct Answer: C

QUESTION 4
Web applications play a vital role in deploying different databases with user accessibility on the Internet. Which of the

following allows an attacker to get unauthorized access to the database of a Web application by sending (attacking)
user-supplied data to an interpreter as part of a command or query?
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A. Cross Site Scripting

B. Injection flaw

C. Cross Site Request Forgery (CSRF)
D. Malicious File Execution

Correct Answer: B

QUESTION 5

Which of the following can be used to prevent routing loops in distance vector routing protocols? Each correct answer
represents a complete solution. Choose two.

A. Split horizon

B. Link-state advertisement
C. Spanning Tree Protocol
D. Hold-down timers

Correct Answer: AD
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