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QUESTION 1

Each time you start your computer, you receive an error message that your TCP/IP address is in use. Which of the
following attacks is this?

A. Worm attack

B. ICMP attack

C. Back door attack

D. TCP/IP hijacking

E. TCP Sequence Number attack

F. TCP SYN or TCP ACK flood attack

Correct Answer: D

QUESTION 2

The ATM of a bank is robbed by breaking the ATM machine. Which of the following physical security devices can now
be used for verification and historical analysis of the ATM robbery?

A. Biometric devices

B. Intrusion detection systems
C. Key card

D. CCTV Cameras

Correct Answer: D

QUESTION 3

NIST Special Publication 800-50 is a security awareness program. It is designed for those people who are
currently working in the information technology field and want to the information security policies.

Which of the following are its significant steps?

Each correct answer represents a complete solution. Choose two.

A. Awareness and Training Material Effectiveness

B. Awareness and Training Material Development

C. Awareness and Training Material Implementation

D. Awareness and Training Program Design
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Correct Answer: BD

QUESTION 4

Which of the following concepts represent the three fundamental principles of information security? Each correct answer
represents a complete solution. Choose three.

A. Privacy

B. Availability

C. Integrity

D. Confidentiality

Correct Answer: BCD

QUESTION 5

Which of the following is an organization that defines standards for anti-virus software?
A.ICSA

B. IETF

C. IS

D. IEEE

Correct Answer: A
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