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QUESTION 1

Which of the following are the examples of administrative controls? Each correct answer represents a complete solution.
Choose all that apply. 

A. Data Backup 

B. Security policy 

C. Security awareness training 

D. Auditing 

Correct Answer: BC 

 

QUESTION 2

You are the project manager for TTX project. You have to procure some electronics gadgets for the project. A relative of
yours is in the retail business of those gadgets. He approaches you for your favor to get the order. This is the situation
of ____. 

A. Bribery 

B. Irresponsible practice 

C. Illegal practice 

D. Conflict of interest 

Correct Answer: D 

 

QUESTION 3

Which of the following Web attacks is performed by manipulating codes of programming languages such as SQL, Perl,
Java present in the Web pages? 

A. Cross-Site Request Forgery 

B. Code injection attack 

C. Cross-Site Scripting attack 

D. Command injection attack 

Correct Answer: B 

 

QUESTION 4

You work as a security manager in Mariotiss Inc. Your enterprise has been facing network and software security threats
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since a few months. You want to renew your current security policies and management to enhance the safety of your
information systems. Which of the following is the best practice to initiate the renewal process from the lowest level with
the least managerial effort? 

A. Start the Incident handling process. 

B. Change the entire security policy. 

C. Perform an IT audit. 

D. Switch to a new network infrastructure. 

Correct Answer: C 

 

QUESTION 5

Which of the following is the primary function of VPNs? 

A. To establish private connections over public networks 

B. To make virtual connections for remote access 

C. To establish a wireless connections to networks 

D. To access networks remotely 

Correct Answer: A 
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