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QUESTION 1

Which of the following terms is used for a router that filters traffic before it is passed to the firewall?
A. Screened host

B. Demilitarized zone (DMZ)

C. Honey pot

D. Bastion host

Correct Answer: A

QUESTION 2

Computer networks and the Internet are the prime mode of Information transfer today. Which of the following is a
technique used for modifying messages, providing Information and Cyber security, and reducing the risk of hacking
attacks during communications and message passing over the Internet?

A. Risk analysis

B. Firewall security

C. OODA loop

D. Cryptography

Correct Answer: D

QUESTION 3

Which of the following can be used to protect a computer system from malware, viruses, spyware, and various types of
keyloggers? Each correct answer represents a complete solution. Choose all that apply.

A. KFSensor

B. Sheep dip

C. Enum

D. SocketShield

Correct Answer: BD

QUESTION 4

Every network device contains a unique built in Media Access Control (MAC) address, which is used to identify the
authentic device to limit the network access. Which of the following addresses is a valid MAC address?
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A. F936.28A1.5BCD.DEFA

B. A3-07-B9-E3-BC-F9

C. 1011-0011-1010-1110-1100-0001
D. 132.298.1.23

Correct Answer: B

QUESTION 5

Which of the following is the maximum variable key length for the Blowfish encryption algorithm?
A. 448 bit

B. 256 bit

C. 64 bit

D. 16 bit

Correct Answer: A
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