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QUESTION 1

Which of the following can be used as a countermeasure against the SQL injection attack? Each correct answer
represents a complete solution. Choose two. 

A. mysql_real_escape_string() 

B. Prepared statement 

C. mysql_escape_string() 

D. session_regenerate_id() 

Correct Answer: AB 

 

QUESTION 2

Which of the following characters will you use to check whether an application is vulnerable to an SQL injection attack? 

A. Single quote (\\') 

B. Semi colon (;) 

C. Double quote (") 

D. Dash (-) 

Correct Answer: A 

 

QUESTION 3

Which of the following are considered Bluetooth security violations? Each correct answer represents a complete
solution. Choose two. 

A. SQL injection attack 

B. Cross site scripting attack 

C. Bluebug attack 

D. Bluesnarfing 

E. Social engineering 

Correct Answer: CD 

 

QUESTION 4

You work as a Penetration Tester for the Infosec Inc. Your company takes the projects of security auditing. Recently,
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your company has assigned you a project to test the security of the we-aresecure. com network. Now, when you have 

finished your penetration testing, you find that the weare- secure.com server is highly vulnerable to SNMP enumeration.
You advise the we-are-secure Inc. to turn off SNMP; however, this is not possible as the company is using various
SNMP 

services on its remote nodes. What other step can you suggest to remove SNMP vulnerability? 

Each correct answer represents a complete solution. Choose two. 

A. Change the default community string names. 

B. Install antivirus. 

C. Close port TCP 53. 

D. Upgrade SNMP Version 1 with the latest version. 

Correct Answer: AD 

 

QUESTION 5

Which of the following security protocols can be used to support MS-CHAPv2 for wireless client authentication? Each
correct answer represents a complete solution. Choose two. 

A. PEAP 

B. IPSec 

C. HTTP 

D. PPTP 

Correct Answer: AD 
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