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QUESTION 1
John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. He successfully performs a brute force attack on the We-are-secure server. Now, he suggests some

countermeasures to avoid such brute force attacks on the We-aresecure server. Which of the following are
countermeasures against a brute force attack? Each correct answer represents a complete solution. Choose all that

apply.

A. The site should use CAPTCHA after a specific number of failed login attempts.
B. The site should restrict the number of login attempts to only three times.

C. The site should force its users to change their passwords from time to time.

D. The site should increase the encryption key length of the password.

Correct Answer: AB

QUESTION 2

Approximately how many packets are usually required to conduct a successful FMS attack onWEP?
A. 250.000

B. 20.000

C. 10.000,000

D. | (with a weak 1V)

Correct Answer: B

QUESTION 3

Which of the following tasks is NOT performed into the enumeration phase?

A. Discovering NetBIOS names

B. Obtaining Active Directory information and identifying vulnerable user accounts
C. Injecting a backdoor to the remote computer to gain access in it remotely

D. Establishing NULL sessions and queries

Correct Answer: C

QUESTION 4

Analyze the screenshot below, which of the following sets of results will be retrieved using this search?
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Google

extphp site:sans.edu

Google Search | I'm Feeling Lucky

A. Pages from the domain sans.edu that have external links.
B. Files of type .php from the domain sans.edu.

C. Pages that contain the term ext:php and slte.sans.edu.
D. Files of type .php that redirect to the sans.edu domain.

Correct Answer: A

QUESTION 5

You want to use a Windows-based GUI tool which can perform MITM attacks, along with sniffing and ARP poisoning.
Which of the following tools will you use?

A. Cain and Abel
B. Brutus
C. Dsniff
D. Nmap

Correct Answer: A
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