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QUESTION 1

Which of the following tools is a wireless sniffer and analyzer that works on the Windows operating system?
A. Void1l

B. Airsnort

C. Kismet

D. Aeropeek

Correct Answer: D

QUESTION 2

In which of the following scanning methods does an attacker send SYN packets and then a RST packet?
A. TCP SYN scan

B. XMAS scan

C. IDLE scan

D. TCP FIN scan

Correct Answer: A

QUESTION 3

If the privacy bit is set in the 802.11 header, what does it indicate?
A. SSID cloaking is being used.

B. Some form of encryption is In use.

C. WAP is being used.

D. Some form of PEAP is being used.

Correct Answer: C

QUESTION 4

Which of the following scanning methods is most accurate and reliable, although it is easily detectable and hence
avoided by a hacker?

A. TCP FIN
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B. TCP half-open
C. TCP SYN/ACK
D. Xmas Tree

Correct Answer: C

QUESTION 5

John works as a professional Ethical Hacker. He is assigned a project to test the security of www.we-are-secure.com.
He enters a single quote in the input field of the login page of the Weare- secure Web site and receives the following
error

message:

Microsoft OLE DB Provider for ODBC Drivers error \'0x80040E14\\'

This error message shows that the We-are-secure Website is vulnerable to

A. A SQL injection attack

B. A Denial-of-Service attack

C. A buffer overflow

D. An XSS attack

Correct Answer: A
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