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QUESTION 1

Which of the following techniques are NOT used to perform active OS fingerprinting? Each correct answer represents a
complete solution. Choose all that apply. 

A. ICMP error message quoting 

B. Analyzing email headers 

C. Sniffing and analyzing packets 

D. Sending FIN packets to open ports on the remote system 

Correct Answer: BC 

 

QUESTION 2

In which of the following attacks does an attacker use packet sniffing to read network traffic between two parties to steal
the session cookie? 

A. Cross-site scripting 

B. Session fixation 

C. Session sidejacking 

D. ARP spoofing 

Correct Answer: C 

 

QUESTION 3

You are running a vulnerability scan on a remote network and the traffic Is not making It to the target system. You
investigate the connection issue and determine that the traffic is making it to the internal interface of your network
firewall, but not making. It to the external Interface or to any systems outside your firewall. What is the most likely
problem? 

A. Your network firewall is blocking the traffic 

B. The NAT or pat tables on your network based firewall are filling up and droppingthe traffic 

C. A host based firewall is blocking the traffic 

D. Your ISP Is blocking the traffic 

Correct Answer: C 

 

QUESTION 4
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Adam works as a professional Computer Hacking Forensic Investigator. He works with the local police. A project has
been assigned to him to investigate an iPod, which was seized from a student of the high school. It is suspected that the
explicit child pornography contents are stored in the iPod. Adam wants to investigate the iPod extensively. Which of the
following operating systems will Adam use to carry out his investigations in more extensive and elaborate manner? 

A. MINIX 3 

B. Linux 

C. Windows XP 

D. Mac OS 

Correct Answer: D 

 

QUESTION 5

You want to retrieve the default security report of nessus. Which of the following google search queries will you use? 

A. site:pdf nessus "Assessment report" 

B. filetype:pdf nessus 

C. filetype:pdf "Assessment Report" nessus 

D. link:pdf nessus "Assessment report" 

Correct Answer: C 
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