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QUESTION 1

Which of following tasks can be performed when Nikto Web scanner is using a mutation technique? Each correct
answer represents a complete solution. Choose all that apply. 

A. Guessing for password file names. 

B. Sending mutation payload for Trojan attack. 

C. Testing all files with all root directories. 

D. Enumerating user names via Apache. 

Correct Answer: ACD 

 

QUESTION 2

How many bits does SYSKEY use for encryption? 

A. 32 

B. 64 

C. 512 

D. 128 

Correct Answer: D 

 

QUESTION 3

Ryan wants to create an ad hoc wireless network so that he can share some important files with another employee of
his company. Which of the following wireless security protocols should he choose for setting up an ad hoc wireless 

network? 

Each correct answer represents a part of the solution. Choose two. 

A. WPA2 -EAP 

B. WPA-PSK 

C. WPA-EAP 

D. WEP 

Correct Answer: BD 

 

QUESTION 4
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John works as an Ethical Hacker for uCertify Inc. He wants to find out the ports that are open in uCertify\\'s server using
a port scanner. However, he does not want to establish a full TCP connection. Which of the following scanning
techniques will he use to accomplish this task? 

A. TCP FIN 

B. Xmas tree 

C. TCP SYN/ACK 

D. TCP SYN 

Correct Answer: D 

 

QUESTION 5

Which of the following Web authentication techniques uses a single sign-on scheme? 

A. Basic authentication 

B. Digest authentication 

C. NTLM authentication 

D. Microsoft Passport authentication 

Correct Answer: D 
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