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QUESTION 1

Which protocol would need to be available on a target in order for Nmap to identify services like IMAPS and POP3S?
A. HTTPS

B. SSL

C. LDAP

D. TLS

Correct Answer: B

any protocol with a leading/trailing S piggybacks on SSL/TLS

QUESTION 2

Which of the following are considered Bluetooth security violations? Each correct answer represents a complete
solution. Choose two.

A. Bluebug attack

B. SQL injection attack

C. Cross site scripting attack
D. Social engineering

E. Bluesnarfing

Correct Answer: AE

QUESTION 3

Which of the following tools is a wireless sniffer and analyzer that works on the Windows operating system?
A. Aeropeek

B. Kismet

C. Airsnort

D. Void11

Correct Answer: A

QUESTION 4
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Which of the following federal laws are related to hacking activities? Each correct answer represents a complete
solution. Choose three.

A. 18 U.S.C. 1030
B. 18 U.S.C. 1028
C.18 U.S.C. 2510
D. 18 U.S.C. 1029

Correct Answer: ACD

QUESTION 5

You want to use a Windows-based GUI tool which can perform MITM attacks, along with sniffing and ARP poisoning.
Which of the following tools will you use?

A. Cain and Abel
B. Brutus
C. Dsniff
D. Nmap

Correct Answer: A
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