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QUESTION 1

John works as a professional Ethical Hacker. He is assigned a project to test the security of www.we-are-secure.com.
He has to ping 500 computers to find out whether these computers are connected to the server or not. Which of the
following will he use to ping these computers?

A. PING

B. TRACEROUTE

C. Ping sweeping

D. NETSTAT

Correct Answer: C

QUESTION 2

Which of the following tools is used for port redirection?
A. SubSeven

B. Fpipe

C. NetBus

D. Loki

Correct Answer: B

QUESTION 3

Which of the following options holds the strongest password?
A. Joel2is23good

B. $#164aviD %

C. california

D. Admin1234

Correct Answer: B

QUESTION 4

You have gained shell on a Windows host and want to find other machines to pivot to, but the rules of engagement state
that you can only use tools that are already available. How could you find other machines on the target network?
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A. Use the "ping" utility to automatically discover other hosts

B. Use the "ping" utility in a for loop to sweep the network.

C. Use the "edit" utility to read the target\\'s HOSTS file.

D. Use the "net share" utility to see who is connected to local shared drives.
Correct Answer: B

Reference: http://www.slashroot.in/what-ping-sweep-and-how-do-ping-sweep

QUESTION 5

Which of following tasks can be performed when Nikto Web scanner is using a mutation technique? Each correct
answer represents a complete solution. Choose all that apply.

A. Guessing for password file names.

B. Sending mutation payload for Trojan attack.
C. Testing all files with all root directories.

D. Enumerating user names via Apache.

Correct Answer: ACD
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