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QUESTION 1

You want to search the Apache Web server having version 2.0 using google hacking. Which of the following search
queries will you use? 

A. intitle:"Test Page for Apache Installation" "You are free" 

B. intitle:"Test Page for Apache Installation" "It worked!" 

C. intitle:test.page "Hey, it worked !" "SSl/TLS aware" 

D. intitle:Sample.page.for.Apache Apache.Hook.Function 

Correct Answer: D 

 

QUESTION 2

You have compromised a Windows XP system and Injected the Meterpreter payload into the lsass process. While
looking over the system you notice that there is a popular password management program on the system. When you
attempt to access the file that contains the password you find it is locked. Further investigation reveals that it is locked
by the passmgr process. How can you use the Meterpreter to get access to this file? 

A. Use the getuid command to determine the user context the process is runningunder, then use the imp command to
impersonate that user. 

B. use the getpid command to determine the user context the process is runningunder, then use the Imp command to
impersonate that user. 

C. Use the execute command to the passmgr executable. That will give you access to the file. 

D. Use the migrate command to jump to the passmgr process. That will give you accessto the file. 

Correct Answer: C 

 

QUESTION 3

Which of the following Web authentication techniques uses a single sign-on scheme? 

A. Basic authentication 

B. Digest authentication 

C. NTLM authentication 

D. Microsoft Passport authentication 

Correct Answer: D 

 

QUESTION 4
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Which of the following is the second half of the LAN manager Hash? 

A. 0xAAD3B435B51404BB 

B. 0xAAD3B435B51404CC 

C. 0xAAD3B435B51404EE 

D. 0xAAD3B435B51404AA 

Correct Answer: C 

 

QUESTION 5

Which of the following penetration testing phases involves gathering data from whois, DNS, and network scanning,
which helps in mapping a target network and provides valuable information regarding the operating system and
applications running on the systems? 

A. Post-attack phase 

B. Attack phase 

C. On-attack phase 

D. Pre-attack phase 

Correct Answer: D 
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