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QUESTION 1

Which of the following is required to be backed up on a domain controller to recover Active Directory? 

A. System state data 

B. Operating System files 

C. User\\'s personal data 

D. Installed third party application\\'s folders 

Correct Answer: A 

 

QUESTION 2

Which of the following is an advantage of a Host Intrusion Detection System (HIDS) versus a Network Intrusion
Detection System (NIDS)? 

A. Ability to detect malicious traffic after it has been decrypted by the host 

B. Ability to decrypt network traffic 

C. Ability to listen to network traffic at the perimeter 

D. Ability to detect malicious traffic before it has been decrypted 

Correct Answer: A 

 

QUESTION 3

You are the security director for an off-shore banking site. From a business perspective, what is a major factor to
consider before running your new vulnerability scanner against the company\\'s business systems? 

A. It may harm otherwise healthy systems. 

B. It may produce false negative results. 

C. It may generate false positive results. 

D. It may not return enough benefit for the cost. 

Correct Answer: C 

 

QUESTION 4

Which of the following systems acts as a NAT device when utilizing VMware in NAT mode? 

A. Guest system 
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B. Local gateway 

C. Host system 

D. Virtual system 

Correct Answer: D 

 

QUESTION 5

Which of the following attack vectors are addressed by Xinetd and TCP Wrappers? 

A. Outsider attack from network 

B. Outsider attack from a telephone 

C. Insider attack from local network 

D. Attack from previously installed malicious code 

E. A and B 

F. A and C 

G. B and D 

H. C and D 

Correct Answer: B 
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