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QUESTION 1

An IT security manager is trying to quickly assess the risks associated with not implementing a corporate firewall
system. What sort of risk assessment is most appropriate? 

A. Annualized Risk Assessment 

B. Qualitative risk assessment 

C. Quantitative risk assessment 

D. Technical Risk Assessment 

E. Iterative Risk Assessment 

Correct Answer: B 

 

QUESTION 2

A sensor that uses a light beam and a detecting plate to alarm if the light beam is obstructed is most commonly used to
identify which of the following threats? 

A. Power 

B. Smoke 

C. Natural Gas 

D. Water 

E. Toxins 

Correct Answer: B 

 

QUESTION 3

Which of the following systems acts as a NAT device when utilizing VMware in NAT mode? 

A. Guest system 

B. Local gateway 

C. Host system 

D. Virtual system 

Correct Answer: D 

 

QUESTION 4
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In order to capture traffic for analysis, Network Intrusion Detection Systems (NIDS) operate with network cards in what
mode? 

A. Discrete 

B. Reporting 

C. Promiscuous 

D. Alert 

Correct Answer: C 

 

QUESTION 5

Which of the following are the types of intrusion detection systems? Each correct answer represents a complete
solution. Choose all that apply. 

A. Host-based intrusion detection system (HIDS) 

B. Client-based intrusion detection system (CIDS) 

C. Server-based intrusion detection system (SIDS) 

D. Network intrusion detection system (NIDS) 

Correct Answer: AD 
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