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QUESTION 1

Which of the following books deals with confidentiality?
A. Purple Book

B. Orange Book

C. Red Book

D. Brown Book

Correct Answer: B

QUESTION 2

What is TRUE about Workgroups and Domain Controllers?

A. By default all computers running Windows 2008 can only form Domain Controllers not Workgroups

B. Workgroups are characterized by higher costs while Domain Controllers by lower costs

C. You cannot have stand-alone computers in the midst of other machines that are members of a domain
D. Workgroup computers cannot share resources, only computers running on the same domain can

E. You can have stand-alone computers in the midst of other machines that are members of a domain.

Correct Answer: E

QUESTION 3

Which class of IDS events occur when the IDS fails to alert on malicious data?
A. True Negative

B. True Positive

C. False Positive

D. False Negative

Correct Answer: D

QUESTION 4
There are three key factors in selecting a biometric mechanism. What are they?

A. Reliability, encryption strength, and cost
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B. Encryption strength, authorization method, and cost
C. Reliability, user acceptance, and cost
D. User acceptance, encryption strength, and cost

Correct Answer: C

QUESTION 5

Your IT security team is responding to a denial of service attack against your server. They have taken measures to
block offending IP addresses. Which type of threat control is this?

A. Detective
B. Preventive
C. Responsive
D. Corrective

Correct Answer: D
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