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QUESTION 1

John works as a Security Administrator for Enet Inc. He uses a 4 digits personal identification number (PIN) to access
the computer and a token is used to perform offline checking whether John has entered the correct PIN or not. Which of
the following attacks is possible on John\\'s computer?

A. Replay

B. Smurf

C. Man-In-The-Middle

D. Brute force

Correct Answer: D

QUESTION 2

Which of the following are the types of access controls? Each correct answer represents a complete solution. Choose
three.

A. Physical

B. Technical

C. Administrative
D. Automatic

Correct Answer: ABC

QUESTION 3

Which of the following types of cryptography algorithms is a symmetric key cipher which operates on fixed-length groups
of bits, termed blocks, with an unvarying transformation?

A.RC2

B. Stream cipher
C. Block cipher
D. Triple DES

Correct Answer: C

QUESTION 4

What type of policy addresses a governance-related function of an organization\\'s security program?
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A. Access control

B. Network monitoring
C. Data encryption

D. Security awareness

Correct Answer: A

QUESTION 5

You are concerned about rogue wireless access points being connected to your network. What is the best way to detect
and prevent these?

A. Network anti-spyware software
B. Protocol analyzers

C. Network anti-virus software

D. Site surveys

Correct Answer: D
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