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QUESTION 1

Steve works as a Network Administrator for Blue Tech Inc. All client computers in the company run the Windows Vista
operating system. He often travels long distances on official duty. While traveling, he connects to the office server
through his laptop by using remote desktop connection. He wants to run an application that is available on the server of
the company. When he connects to the server, he gets a message that the connection is blocked by the firewall. He
returns to his

| -~ ™ Correct Answer ™ Your Answer _ |
g Windows Firewall Settings ]

General | Exceptions | Advanced |

J -I Windows Firewall is helping to protect your computer

Windows Firewall can help prevent hackers or malidious software from gaining
access to your computer through the Internet ar @ network,

l@l &+ On (recommended)
This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.
™ Block all incoming connections
Select this option when you connect to less secure networks, All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

|@ " Off (not recommended)

Avoid using this setting. Turning off Windows Fireveall will make this
computer more vulnerable to hackers or malicious software.

Tell me maors about these settings

()4 Cancel Apply

office to resolve the issue. He opens the Windows Firewall Settings dialog box. What actions should he perform in the
dialog box given below to accomplish the task?

Hot Area:
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General | Exceptions | Advanced |

v" _.-| Windows Firewall iz helping to protect your computer

S

Windows Firewall can help prevent hackers or malidious software from gaining
access to your computer through the Internet ar @ network,

|@ &+ On (recommended)
This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.
™ Block all incoming connections
Select this option when you connect to less secure networks, All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

@ " Off {(not recommended)

Avoid using this setting. Turning off Windows Fireveall will make this
computer more vulnerable to hackers or malicious software.

Tell me maors about these settings

oK cancel | ooy |

Correct Answer:
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v" _.-! Windows Firewall iz helping to protect your computer

Windows Firewall can help prevent hackers or malidious software from gaining
access to your computer through the Internet ar @ network,

|@ &+ On (recommended)

This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.

™ Block all incoming connections
Select this option when you connect to less secure networks, All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

@ " Off {(not recommended)

Avoid using this setting. Turning off Windows Fireveall will make this
computer more vulnerable to hackers or malicious software.

Tell me maors about these settings

oK cancel | ooy |
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m Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the public network location,
What are the risks of unhlocking & program?

To enable an exception, select its check box:

Program or part E

[ BITS Peercaching

[ Connect to @ Network Prajectar
[ core Metworking

[ Distributed Transaction Coordinator
[ File and Printer Sharing

W isCsl service

[T Media Center Extenders

[w Metwark Discovery

" Performance Logs and Alerts
[T Remote Administration

[ Remote Assistance

[# Remote Deskiop

Tl Mimrimbim Eomim s | mim Bl i e om pm

m

Add Program... | Add Port... | Properties | Delete

V¥ Notify me when Windows Firewall blocks a new program

ok | cancal || aeon

QUESTION 2

Which of the following viruses replaces the boot sector data with its own malicious code?
A. Chernobyl

B. Explore.Zip

C. MBR

D. Nimda

Correct Answer: C
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QUESTION 3

Which of the following attacks can be mitigated by providing proper training to the employees in an organization?
A. Social engineering

B. Smurf

C. Denial-of-Service

D. Man-in-the-middle

Correct Answer: A

QUESTION 4

Which of the following is a fake target that deters hackers from locating your real network?
A. Malware

B. Honeypot

C. KFSensor

D. Spyware

Correct Answer: B

QUESTION 5

Your project is to implement a new operating system for all of the workstations in your company\\'s network. Every
workstation must have the new operating system as part of an organization-wide mandate. Many users are not happy
with this decision and are resisting the change. Some of the users are complaining that they do not want the operating
system at all. What type of stakeholders are these users?

A. Con stakeholders

B. Customers

C. Negative stakeholders

D. End-users

Correct Answer: C
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