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QUESTION 1

What is the output of a SOC\\'s Collection function? 

A. Threat intelligence 

B. Events 

C. Indicators of Compromise 

D. Alerts 

Correct Answer: B 

 

QUESTION 2

Once the SOC command center notifies the appropriate internal and external parties that an incident is taking place,
what should happen next? 

A. Temporary measures should be put in place to prevent further damage to systems or the network 

B. The SOC should report the root cause of the incident to incident handlers and IT operations 

C. Procedures for restoring affected systems should be drafted by the incident handling team 

D. Forensics analysts should assess affected systems to assure malicious artifacts have been removed 

Correct Answer: B 

 

QUESTION 3

Which of the following types of cryptography algorithms uses the MD series of encryption algorithms? 

A. Digital signature 

B. Hash algorithm 

C. Public-key 

D. Quantum 

Correct Answer: B 

 

 

QUESTION 4

During which SDLC phase should a DAST tool be deployed to spider the application? 
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A. Development 

B. Production 

C. Testing 

D. Design 

Correct Answer: A 

 

QUESTION 5

John works as a network security officer in Gentech Inc. The company uses a TCP/IP network. While working on the
network, a problem occurs related to the DNS resolution. Which of the following utilities can he use to diagnose the
problem? 

A. IPConfig 

B. Ping 

C. Tracert 

D. nslookup 

Correct Answer: D 
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