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QUESTION 1

Which SIEM function is primarily used for redundancy to prevent data loss when more events are received than the
processor can handle?

A. Log aggregator
B. Log archiving
C. Log agent

D. Log broker

Correct Answer: C

QUESTION 2

You are an Incident manager in Orangesect.Inc. You have been tasked to set up a new extension of your enterprise.
The networking, to be done in the new extension, requires different types of cables and an appropriate policy that will be
decided by you. Which of the following stages in the Incident handling process involves your decision making?

A. Containment

B. Eradication

C. Identification

D. Preparation

Correct Answer: D

QUESTION 3

In which of the following malicious hacking steps does email tracking come under?
A. Maintaining Access

B. Gaining access

C. Reconnaissance

D. Scanning

Correct Answer: C

QUESTION 4

Which of the following protocols uses a combination of public key and symmetric encryption to provide communication
privacy, authentication, and message integrity for secure browsing on the Internet?
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A. MS-CHAP v2
B. SSL
C. WEP
D. EFS

Correct Answer: B

QUESTION 5

The statement below is an example of which of the following?

For consumer market product lines, no single supplier\\'s exposure will exceed 30%
A. Risk capacity

B. Risk tolerance

C. Risk analysis

D. Risk profile

Correct Answer: B
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