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QUESTION 1

You are the owner of the SpeeDelivery courier service. Last year you had a firewall installed. You now discover that no
maintenance has been performed since the installation. What is the biggest risk because of this?

A. The risk that hackers can do as they wish on the network without detection
B. The risk that fire may break out in the server room

C. The risk of a virus outbreak

D. The risk of undesired e-mails

Correct Answer: A

QUESTION 2

Who is authorized to change the classification of a document?
A. The author of the document

B. The administrator of the document

C. The owner of the document

D. The manager of the owner of the document

Correct Answer: C

QUESTION 3

Which of the following measures is a preventive measure?

A. Installing a logging system that enables changes in a system to be recognized

B. Shutting down all internet traffic after a hacker has gained access to the company systems
C. Putting sensitive information in a safe

D. Classifying a risk as acceptable because the cost of addressing the threat is higher than the value of the information
at risk

Correct Answer: C

QUESTION 4
Which type of malware builds a network of contaminated computers?

A. Logic Bomb
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B. Storm Worm or Botnet
C. Trojan
D. Virus

Correct Answer: B

QUESTION 5

You work in the office of a large company. You receive a call from a person claiming to be from the Helpdesk. He asks
you for your password. What kind of threat is this?

A. Natural threat
B. Organizational threat
C. Social Engineering

Correct Answer: C
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