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QUESTION 1

You work in the office of a large company. You receive a call from a person claiming to be from the Helpdesk. He asks
you for your password. What kind of threat is this?

A. Natural threat
B. Organizational threat
C. Social Engineering

Correct Answer: C

QUESTION 2

An airline company employee notices that she has access to one of the company\\'s applications that she has not used
before. Is this an information security incident?

A. Yes
B. No

Correct Answer: B

QUESTION 3

Why do organizations have an information security policy?

A. In order to demonstrate the operation of the Plan-Do-Check-Act cycle within an organization.

B. In order to ensure that staff do not break any laws.

C. In order to give direction to how information security is set up within an organization.

D. In order to ensure that everyone knows who is responsible for carrying out the backup procedures.

Correct Answer: C

QUESTION 4

Some security measures are optional. Other security measures must always be implemented. Which measure(s) must
always be implemented?

A. Clear Desk Policy
B. Physical security measures

C. Logical access security measures
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D. Measures required by laws and regulations

Correct Answer: D

QUESTION 5

What is a risk analysis used for?

A. Arisk analysis is used to express the value of information for an organization in monetary terms.
B. A risk analysis is used to clarify to management their responsibilities.

C. Arisk analysis is used in conjunction with security measures to reduce risks to an acceptable level.

D. A risk analysis is used to ensure that security measures are deployed in a cost-effective and timely fashion.

Correct Answer: D
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