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QUESTION 1

Which of the following measures is a preventive measure?

A. Installing a logging system that enables changes in a system to be recognized

B. Shutting down all internet traffic after a hacker has gained access to the company systems
C. Putting sensitive information in a safe

D. Classifying a risk as acceptable because the cost of addressing the threat is higher than the value of the information
at risk

Correct Answer: C

QUESTION 2

A couple of years ago you started your company which has now grown from 1 to 20 employees. Your companys
information is worth more and more and gone are the days when you could keep it all in hand yourself. You are aware
that you have to take measures, but what should they be? You hire a consultant who advises you to start with a
qualitative risk analysis. What is a qualitative risk analysis?

A. This analysis follows a precise statistical probability calculation in order to calculate exact loss caused by damage.

B. This analysis is based on scenarios and situations and produces a subjective view of the possible threats.

Correct Answer: B

QUESTION 3

The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security
Management System, the input and output of data in applications is validated, confidential documents are sent in
encrypted form and staff use tokens to access information systems. Which of these is not a technical measure?

A. Information Security Management System

B. The use of tokens to gain access to information systems

C. Validation of input and output data in applications

D. Encryption of information

Correct Answer: A

QUESTION 4
Susan sends an email to Paul. Who determines the meaning and the value of information in this email?

A. Paul, the recipient of the information.
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B. Paul and Susan, the sender and the recipient of the information.
C. Susan, the sender of the information.

Correct Answer: A

QUESTION 5

What is the objective of classifying information?

A. Authorizing the use of an information system

B. Creating a label that indicates how confidential the information is

C. Defining different levels of sensitivity into which information may be arranged
D. Displaying on the document who is permitted access

Correct Answer: C
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