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QUESTION 1

What is the best description of a risk analysis? 

A. A risk analysis is a method of mapping risks without looking at company processes. 

B. A risk analysis helps to estimate the risks and develop the appropriate security measures. 

C. A risk analysis calculates the exact financial consequences of damages. 

Correct Answer: B 

 

QUESTION 2

The consultants at Smith Consultants Inc. work on laptops that are protected by asymmetrical cryptography. To keep
the management of the keys cheap, all consultants use the same key pair. What is the companys risk if they operate in
this manner? 

A. If the private key becomes known all laptops must be supplied with new keys. 

B. If the Public Key Infrastructure (PKI) becomes known all laptops must be supplied with new keys. 

C. If the public key becomes known all laptops must be supplied with new keys. 

Correct Answer: A 

 

QUESTION 3

Which measure assures that valuable information is not left out available for the taking? 

A. Clear desk policy 

B. Infra-red detection 

C. Access passes 

Correct Answer: A 

 

QUESTION 4

Midwest Insurance controls access to its offices with a passkey system. We call this a preventive measure. What are
some other measures? 

A. Detective, repressive and corrective measures 

B. Partial, adaptive and corrective measures 

C. Repressive, adaptive and corrective measures 
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Correct Answer: A 

 

QUESTION 5

At Midwest Insurance, all information is classified. What is the goal of this classification of information? 

A. To create a manual about how to handle mobile devices 

B. Applying labels making the information easier to recognize 

C. Structuring information according to its sensitivity 

Correct Answer: C 
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