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QUESTION 1

What is the best description of a risk analysis?

A. A risk analysis is a method of mapping risks without looking at company processes.

B. A risk analysis helps to estimate the risks and develop the appropriate security measures.
C. Arisk analysis calculates the exact financial consequences of damages.

Correct Answer: B

QUESTION 2

You have an office that designs corporate logos. You have been working on a draft for a large client. Just as you are
going to press the button, the screen goes blank. The hard disk is damaged and cannot be repaired. You find an early
version of the design in your mail folder and you reproduce the draft for the customer. What is such a measure called?
A. Corrective measure

B. Preventive measure

C. Reductive measure

Correct Answer: A

QUESTION 3

You work in the IT department of a medium-sized company. Confidential information has got into the wrong hands
several times. This has hurt the image of the company. You have been asked to propose organizational security
measures for laptops at your company. What is the first step that you should take?

A. Formulate a policy regarding mobile media (PDAs, laptops, smartphones, USB sticks)

B. Appoint security personnel

C. Encrypt the hard drives of laptops and USB sticks

D. Set up an access control policy

Correct Answer: A

QUESTION 4
What is the greatest risk for an organization if no information security policy has been defined?
A. If everyone works with the same account, it is impossible to find out who worked on what.

B. Information security activities are carried out by only a few people.
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C. Too many measures are implemented.
D. It is not possible for an organization to implement information security in a consistent manner.

Correct Answer: D

QUESTION 5

What is the relationship between data and information?

A. Data is structured information.

B. Information is the meaning and value assigned to a collection of data.

Correct Answer: B
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