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QUESTION 1

What is an example of a physical security measure? 

A. A code of conduct that requires staff to adhere to the clear desk policy, ensuring that confidential information is not
left visibly on the desk at the end of the work day 

B. An access control policy with passes that have to be worn visibly 

C. The encryption of confidential information 

D. Special fire extinguishers with inert gas, such as Argon 

Correct Answer: D 

 

QUESTION 2

Which one of the threats listed below can occur as a result of the absence of a physical measure? 

A. A user can view the files belonging to another user. 

B. A server shuts off because of overheating. 

C. A confidential document is left in the printer. 

D. Hackers can freely enter the computer network. 

Correct Answer: B 

 

QUESTION 3

Why is compliance important for the reliability of the information? 

A. Compliance is another word for reliability. So, if a company indicates that it is compliant, it means that the information
is managed properly. 

B. By meeting the legislative requirements and the regulations of both the government and internal management, an
organization shows that it manages its information in a sound manner. 

C. When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere, it is compliant and
therefore it guarantees the reliability of its information. 

D. When an organization is compliant, it meets the requirements of privacy legislation and, in doing so, protects the
reliability of its information. 

Correct Answer: B 

 

QUESTION 4
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Your company is in the news as a result of an unfortunate action by one of your employees. The phones are ringing off
the hook with customers wanting to cancel their contracts. What do we call this type of damage? 

A. Direct damage 

B. Indirect damage 

Correct Answer: B 

 

QUESTION 5

What is the best way to comply with legislation and regulations for personal data protection? 

A. Performing a threat analysis 

B. Maintaining an incident register 

C. Performing a vulnerability analysis 

D. Appointing the responsibility to someone 

Correct Answer: D 
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