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QUESTION 1

At Midwest Insurance, all information is classified. What is the goal of this classification of information?
A. To create a manual about how to handle mobile devices

B. Applying labels making the information easier to recognize

C. Structuring information according to its sensitivity

Correct Answer: C

QUESTION 2

In most organizations, access to the computer or the network is granted only after the user has entered a correct
username and password. This process consists of 3 steps: identification, authentication and authorization. What is the
purpose of the second step, authentication?

A. In the second step, you make your identity known, which means you are given access to the system.

B. The authentication step checks the username against a list of users who have access to the system.

C. The system determines whether access may be granted by determining whether the token used is authentic.

D. During the authentication step, the system gives you the rights that you need, such as being able to read the data in
the system.

Correct Answer: C

QUESTION 3

Which of the following measures is a preventive measure?

A. Installing a logging system that enables changes in a system to be recognized

B. Shutting down all internet traffic after a hacker has gained access to the company systems
C. Putting sensitive information in a safe

D. Classifying a risk as acceptable because the cost of addressing the threat is higher than the value of the information
at risk

Correct Answer: C

QUESTION 4

When we are at our desk, we want the information system and the necessary information to be available. We want to be
able to work with the computer and access the network and our files. What is the correct definition of availability?
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A. The degree to which the system capacity is enough to allow all users to work with it
B. The degree to which the continuity of an organization is guaranteed

C. The degree to which an information system is available for the users

D. The total amount of time that an information system is accessible to the users

Correct Answer: C

QUESTION 5
Why is compliance important for the reliability of the information?

A. Compliance is another word for reliability. So, if a company indicates that it is compliant, it means that the information
is managed properly.

B. By meeting the legislative requirements and the regulations of both the government and internal management, an
organization shows that it manages its information in a sound manner.

C. When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere, it is compliant and
therefore it guarantees the reliability of its information.

D. When an organization is compliant, it meets the requirements of privacy legislation and, in doing so, protects the
reliability of its information.

Correct Answer: B
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