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QUESTION 1

You work as a Chief Security Officer for Tech Perfect Inc. The company has a TCP/IP based network. You want to use
a firewall that can track the state of active connections of the network and then determine which network packets are
allowed to enter through the firewall. Which of the following firewalls has this feature? 

A. Stateful packet inspection firewall 

B. Proxy-based firewall 

C. Dynamic packet-filtering firewall 

D. Application gateway firewall 

Correct Answer: C 

 

QUESTION 2

In which of the following alternative processing sites is the backup facility maintained in a constant order, with a full
complement of servers, workstations, and communication links ready to assume the primary operations responsibility? 

A. Hot Site 

B. Mobile Site 

C. Warm Site 

D. Cold Site 

Correct Answer: A 

 

QUESTION 3

Which of the following cryptographic algorithm uses public key and private key to encrypt or decrypt data ? 

A. Asymmetric 

B. Hashing 

C. Numeric 

D. Symmetric 

Correct Answer: A 

 

QUESTION 4

You work as an Incident handler in Mariotrixt.Inc. You have followed the Incident handling process to handle the events
and incidents. You identify Denial of Service attack (DOS) from a network linked to your internal enterprise network.
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Which of the following phases of the Incident handling process should you follow next to handle this incident? 

A. Containment 

B. Preparation 

C. Recovery 

D. Identification 

Correct Answer: A 

 

QUESTION 5

Which of the following algorithms is found to be suitable for both digital signature and encryption? 

A. SHA-1 

B. MD5 

C. AES 

D. RSA 

Correct Answer: D 
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