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QUESTION 1

A user is sending a large number of protocol packets to a network in order to saturate its resources and to disrupt
connections to prevent communications between services. Which type of attack is this? 

A. Denial-of-Service attack 

B. Vulnerability attack 

C. Social Engineering attack 

D. Impersonation attack 

Correct Answer: A 

 

QUESTION 2

Your customer is concerned about security. He wants to make certain no one in the outside world can see the IP
addresses inside his network. What feature of a router would accomplish this? 

A. Port forwarding 

B. NAT 

C. MAC filtering 

D. Firewall 

Correct Answer: B 

 

QUESTION 3

You are the Network Administrator at a large company. Your company has a lot of contractors and other outside parties
that come in and out of the building. For this reason you are concerned that simply having usernames and passwords is 

not enough and want to have employees use tokens for authentication. 

Which of the following is not an example of tokens? 

A. Smart card 

B. USB device with cryptographic data 

C. CHAP 

D. Key fob 

Correct Answer: C 
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QUESTION 4

Which of the following uses public key cryptography to encrypt the contents of files? 

A. EFS 

B. DFS 

C. NTFS 

D. RFS 

Correct Answer: A 

 

QUESTION 5

Which of the following protocols is designed to efficiently handle high-speed data over wide area networks (WANs)? 

A. PPP 

B. X.25 

C. Frame relay 

D. SLIP 

Correct Answer: C 
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