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QUESTION 1

Which of the following statements about Public Key Infrastructure (PKI) are true? Each correct answer represents a
complete solution. Choose two. 

A. It uses symmetric key pairs. 

B. It provides security using data encryption and digital signature. 

C. It uses asymmetric key pairs. 

D. It is a digital representation of information that identifies users. 

Correct Answer: BC 

 

QUESTION 2

Which of the following terms refers to the method that allows or restricts specific types of packets from crossing over the
firewall? 

A. Hacking 

B. Packet filtering 

C. Web caching 

D. Spoofing 

Correct Answer: B 

 

QUESTION 3

You work as a Chief Security Officer for Tech Perfect Inc. The company has a TCP/IP based network. You want to use
a firewall that can track the state of active connections of the network and then determine which network packets are
allowed to enter through the firewall. Which of the following firewalls has this feature? 

A. Stateful packet inspection firewall 

B. Proxy-based firewall 

C. Dynamic packet-filtering firewall 

D. Application gateway firewall 

Correct Answer: C 

 

QUESTION 4

Which of the following two components does Kerberos Key Distribution Center (KDC) consist of? Each correct answer
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represents a complete solution. Choose two. 

A. Data service 

B. Ticket-granting service 

C. Account service 

D. Authentication service 

Correct Answer: BD 

 

QUESTION 5

You are the Network Administrator for a large corporate network. You want to monitor all network traffic on your local
network for suspicious activities and receive a notification when a possible attack is in process. Which of the following
actions will you take for this? 

A. Install a network-based IDS 

B. Install a host-based IDS 

C. Install a DMZ firewall 

D. Enable verbose logging on the firewall 

Correct Answer: A 
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