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QUESTION 1

The security controls that are implemented to manage physical security are divided in various groups. Which of the
following services are offered by the administrative physical security control group? Each correct answer represents a
part of the solution. Choose all that apply.

A. Construction and selection

B. Site management

C. Awareness training

D. Access control

E. Intrusion detection

F. Personnel control

Correct Answer: ABCF

QUESTION 2

You work as a Network Administrator for NetTech Inc. When you enter http://66.111.64.227 in the browser\\'s address
bar, you are able to access the site. But, you are unable to access the site when you enter http://www.company.com.
What is the most likely cause?

A. The site\\'s Web server is offline.

B. The site\\'s Web server has heavy traffic.

C. WINS server has no NetBIOS name entry for the server.

D. DNS entry is not available for the host name.

Correct Answer: D

QUESTION 3

Which of the following two cryptography methods are used by NTFS Encrypting File System (EFS) to encrypt the data
stored on a disk on a file-by-file basis?

A. Twofish

B. Digital certificates
C. Public key

D. RSA

Correct Answer: BC
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QUESTION 4

You work as an Incident handling manager for Orangesect Inc. You detect a virus attack incident in the network of your
company. You develop a signature based on the characteristics of the detected virus. Which of the following phases in
the Incident handling process will utilize the signature to resolve this incident?

A. Eradication

B. Identification

C. Recovery

D. Containment

Correct Answer: A

QUESTION 5

Which of the following terms refers to a mechanism which proves that the sender really sent a particular message?
A. Integrity

B. Confidentiality

C. Authentication

D. Non-repudiation

Correct Answer: D
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