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QUESTION 1

You work as an Incident handler in Mariotrixt.Inc. You have followed the Incident handling process to handle the events
and incidents. You identify Denial of Service attack (DOS) from a network linked to your internal enterprise network.
Which of the following phases of the Incident handling process should you follow next to handle this incident?

A. Containment

B. Preparation

C. Recovery

D. Identification

Correct Answer: A

QUESTION 2

Sam is creating an e-commerce site. He wants a simple security solution that does not require each customer to have
an individual key. Which of the following encryption methods will he use?

A. Asymmetric encryption
B. Symmetric encryption
C. SIMIME

D. PGP

Correct Answer: B

QUESTION 3

Which of the following intrusion detection systems (IDS) monitors network traffic and compares it against an established
baseline?

A. Network-based
B. Anomaly-based
C. File-based

D. Signature-based

Correct Answer: B

QUESTION 4

Which of the following are natural environmental threats that an organization faces? Each correct answer represents a
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complete solution. Choose two.
A. Strikes

B. Floods

C. Accidents

D. Storms

Correct Answer: BD

QUESTION 5

Which of the following are used to suppress paper or wood fires? Each correct answer represents a complete solution.
Choose two.

A. Soda acid
B. Kerosene
C. Water

D. CO2

Correct Answer: AC
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