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QUESTION 1

Which of the following statements about Network Address Translation (NAT) are true? Each correct answer represents
a complete solution. Choose three. 

A. It hides the internal IP addressing scheme. 

B. It protects network from the password guessing attacks. 

C. It is used to connect private networks to the public Internet. 

D. It shares public Internet addresses with a large number of internal network clients. 

Correct Answer: ACD 

 

QUESTION 2

Computer networks and the Internet are the prime mode of Information transfer today. Which of the following is a
technique used for modifying messages, providing Information and Cyber security, and reducing the risk of hacking
attacks during communications and message passing over the Internet? 

A. Risk analysis 

B. Firewall security 

C. Cryptography 

D. OODA loop 

Correct Answer: C 

 

QUESTION 3

A network is configured on a Bus topology. Which of the following conditions could cause a network failure? Each
correct answer represents a complete solution. Choose all that apply. 

A. A break in a network cable 

B. 75 ohm terminators at open ends 

C. A powered off workstation 

D. An open-ended cable without terminators 

Correct Answer: ABD 

 

QUESTION 4

Shoulder surfing is a type of in-person attack in which the attacker gathers information about the premises of an
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organization. This attack is often performed by looking surreptitiously at the keyboard of an employee\\'s computer while
he is typing in his password at any access point such as a terminal/Web site. Which of the following is violated in a
shoulder surfing attack? 

A. Integrity 

B. Availability 

C. Authenticity 

D. Confidentiality 

Correct Answer: D 

 

QUESTION 5

You are the Security Consultant advising a company on security methods. This is a highly secure location that deals
with sensitive national defense related data. They are very concerned about physical security as they had a breach last
month. In that breach an individual had simply grabbed a laptop and ran out of the building. Which one of the following
would have been most effective in preventing this? 

A. Not using laptops. 

B. Keeping all doors locked with a guard. 

C. Using a man-trap. 

D. A sign in log. 

Correct Answer: C 
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