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QUESTION 1

What are the subordinate tasks of the Implement and Validate Assigned IA Control phase in the DIACAP process Each
correct answer represents a complete solution. Choose all that apply. 

A. Conduct activities related to the disposition of the system data and objects. 

B. Combine validation results in DIACAP scorecard. 

C. Conduct validation activities. 

D. Execute and update IA implementation plan. 

Correct Answer: BCD 

 

QUESTION 2

Which of the following DoD policies establishes policies and assigns responsibilities to achieve DoD IA through a
defense-in-depth approach that integrates the capabilities of personnel, operations, and technology, and supports the
evolution to network-centric warfare 

A. DoD 8500.2 Information Assurance Implementation 

B. DoD 8510.1-M DITSCAP 

C. DoDI 5200.40 

D. DoD 8500.1 Information Assurance (IA) 

Correct Answer: D 

 

QUESTION 3

Your project is an agricultural-based project that deals with plant irrigation systems. You have discovered a byproduct in
your project that your organization could use to make a profit. If your organization seizes this opportunity it would be an
example of what risk response 

A. Enhancing 

B. Positive 

C. Opportunistic 

D. Exploiting 

Correct Answer: D 

 

QUESTION 4
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Which of the following types of cryptography defined by FIPS 185 describes a cryptographic algorithm or a tool
accepted as a Federal Information Processing Standard 

A. Type III (E) cryptography 

B. Type III cryptography 

C. Type I cryptography 

D. Type II cryptography 

Correct Answer: B 

 

QUESTION 5

The phase 3 of the Risk Management Framework (RMF) process is known as mitigation planning. Which of the
following processes take place in phase 3 Each correct answer represents a complete solution. Choose all that apply. 

A. Agree on a strategy to mitigate risks. 

B. Evaluate mitigation progress and plan next assessment. 

C. Identify threats, vulnerabilities, and controls that will be evaluated. 

D. Document and implement a mitigation plan. 

Correct Answer: ABD 
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