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QUESTION 1

Fill in the blank with an appropriate phrase. The ______________ process is used for allocating performance and
designing the requirements to each function. 

Correct Answer: functional allocation  

 

QUESTION 2

Numerous information security standards promote good security practices and define frameworks or systems to
structure the analysis and design for managing information security controls. Which of the following are the international
information security standards Each correct answer represents a complete solution. Choose all that apply. 

A. Organization of information security 

B. Human resources security 

C. Risk assessment and treatment 

D. AU audit and accountability 

Correct Answer: ABC 

 

QUESTION 3

NIST SP 800-53A defines three types of interview depending on the level of assessment conducted. Which of the
following NIST SP 800-53A interviews consists of informal and ad hoc interviews 

A. Abbreviated 

B. Significant 

C. Substantial 

D. Comprehensive 

Correct Answer: A 

 

QUESTION 4

A security policy is an overall general statement produced by senior management that dictates what role security plays
within the organization. What are the different types of policies Each correct answer represents a complete solution.
Choose all that apply. 

A. Regulatory 

B. Advisory 

C. Systematic 
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D. Informative 

Correct Answer: ABD 

 

QUESTION 5

The Chief Information Officer (CIO), or Information Technology (IT) director, is a job title commonly given to the most
senior executive in an enterprise. What are the responsibilities of a Chief Information Officer Each correct answer
represents a complete solution. Choose all that apply. 

A. Proposing the information technology needed by an enterprise to achieve its goals and then working within a budget
to implement the plan 

B. Preserving high-level communications and working group relationships in an organization 

C. Establishing effective continuous monitoring program for the organization 

D. Facilitating the sharing of security risk-related information among authorizing officials 

Correct Answer: ABC 
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