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QUESTION 1

Which of the following protocols is built in the Web server and browser to encrypt data traveling over the Internet 

A. UDP 

B. SSL 

C. IPSec 

D. HTTP 

Correct Answer: B 

 

QUESTION 2

Which of the following professionals is responsible for starting the Certification and Accreditation (CandA) process 

A. Authorizing Official 

B. Information system owner 

C. Chief Information Officer (CIO) 

D. Chief Risk Officer (CRO) 

Correct Answer: B 

 

QUESTION 3

Which of the following principles are defined by the IATF model Each correct answer represents a complete solution.
Choose all that apply. 

A. The degree to which the security of the system, as it is defined, designed, and implemented, meets the security
needs. 

B. The problem space is defined by the customer\\'s mission or business needs. 

C. The systems engineer and information systems security engineer define the solution space, which is driven by the
problem space. 

D. Always keep the problem and solution spaces separate. 

Correct Answer: BCD 

 

QUESTION 4

Which of the following DoD policies establishes IA controls for information systems according to the Mission Assurance
Categories (MAC) and confidentiality levels 
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A. DoD 8500.1 Information Assurance (IA) 

B. DoD 8500.2 Information Assurance Implementation 

C. DoDI 5200.40 

D. DoD 8510.1-M DITSCAP 

Correct Answer: B 

 

QUESTION 5

What are the subordinate tasks of the Initiate and Plan IA CandA phase of the DIACAP process Each correct answer
represents a complete solution. Choose all that apply. 

A. Develop DIACAP strategy. 

B. Initiate IA implementation plan. 

C. Conduct validation activity. 

D. Assemble DIACAP team. 

E. Register system with DoD Component IA Program. 

F. Assign IA controls. 

Correct Answer: ABDEF 
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