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QUESTION 1

Which of the following acts promote a risk-based policy for cost effective security Each correct answer represents a part
of the solution. Choose all that apply.

A. Clinger-Cohen Act

B. Lanham Act

C. Paperwork Reduction Act (PRA)
D. Computer Misuse Act

Correct Answer: AC

QUESTION 2

Which of the following cooperative programs carried out by NIST encourages performance excellence among U.S.
manufacturers, service companies, educational institutions, and healthcare providers

A. Manufacturing Extension Partnership
B. Baldrige National Quality Program
C. Advanced Technology Program

D. NIST Laboratories

Correct Answer: B

QUESTION 3

Which of the following types of firewalls increases the security of data packets by remembering the state of connection
at the network and the session layers as they pass through the filter

A. Stateless packet filter firewall
B. PIX firewall

C. Stateful packet filter firewall
D. Virtual firewall

Correct Answer: C

QUESTION 4

Registration Task 5 identifies the system security requirements. Which of the following elements of Registration Task 5
defines the type of data processed by the system
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A. Data security requirement

B. Network connection rule

C. Applicable instruction or directive
D. Security concept of operation

Correct Answer: A

QUESTION 5

Certification and Accreditation (CandA or CnA) is a process for implementing information security. It is a systematic
procedure for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. Which of
the following statements are true about Certification and Accreditation Each correct answer represents a complete
solution. Choose two.

A. Accreditation is a comprehensive assessment of the management, operational, and technical security controls in an
information system.

B. Accreditation is the official management decision given by a senior agency official to authorize operation of an
information system.

C. Certification is a comprehensive assessment of the management, operational, and technical security controls in an
information system.

D. Certification is the official management decision given by a senior agency official to authorize operation of an
information system.

Correct Answer: BC
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