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QUESTION 1

Which of the following configuration management system processes keeps track of the changes so that the latest
acceptable configuration specifications are readily available 

A. Configuration Identification 

B. Configuration Verification and Audit 

C. Configuration Status and Accounting 

D. Configuration Control 

Correct Answer: C 

 

QUESTION 2

Which of the following statements is true about residual risks 

A. It can be considered as an indicator of threats coupled with vulnerability. 

B. It is a weakness or lack of safeguard that can be exploited by a threat. 

C. It is the probabilistic risk after implementing all security measures. 

D. It is the probabilistic risk before implementing all security measures. 

Correct Answer: C 

 

QUESTION 3

Fill in the blanks with an appropriate phrase. The______________ is the process of translating system requirements
into detailed function criteri a. 

Correct Answer: functional analysis  

 

QUESTION 4

Which of the following types of cryptography defined by FIPS 185 describes a cryptographic algorithm or a tool
accepted by the National Security Agency for protecting sensitive, unclassified information in the systems as stated in
Section 2315 of Title 10, United States Code 

A. Type I cryptography 

B. Type II cryptography 

C. Type III (E) cryptography 

D. Type III cryptography 
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Correct Answer: B 

 

QUESTION 5

Which of the following security controls is standardized by the Internet Engineering Task Force (IETF) as the primary
network layer protection mechanism 

A. Internet Key Exchange (IKE) Protocol 

B. SMIME 

C. Internet Protocol Security (IPSec) 

D. Secure Socket Layer (SSL) 

Correct Answer: C 
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