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QUESTION 1

Which of the following types of cyber stalking damage the reputation of their victim and turn other people against them
by setting up their own Websites, blogs or user pages for this purpose? 

A. Encouraging others to harass the victim 

B. False accusations 

C. Attempts to gather information about the victim 

D. False victimization 

Correct Answer: B 

 

QUESTION 2

Which of the following is generally practiced by the police or any other recognized governmental authority? 

A. Phishing 

B. Wiretapping 

C. SMB signing 

D. Spoofing 

Correct Answer: B 

 

QUESTION 3

Which of the following attacks can be mitigated by providing proper training to the employees in an organization? 

A. Social engineering 

B. Smurf 

C. Denial-of-Service 

D. Man-in-the-middle 

Correct Answer: A 

 

QUESTION 4

Which of the following security models dictates that subjects can only access objects through applications? 

A. Biba-Clark model 
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B. Bell-LaPadula 

C. Clark-Wilson 

D. Biba model 

Correct Answer: C 

 

QUESTION 5

Which of the following statements about Hypertext Transfer Protocol Secure (HTTPS) are true? Each correct answer
represents a complete solution. Choose two. 

A. It uses TCP port 80 as the default port. 

B. It is a protocol used in the Universal Resource Locater (URL) address line to connect to a secure site. 

C. It uses TCP port 443 as the default port. 

D. It is a protocol used to provide security for a database server in an internal network. 

Correct Answer: BC 
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