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QUESTION 1

Which of the following are the process steps of OPSEC? Each correct answer represents a part of the solution. Choose
all that apply.

A. Analysis of Vulnerabilities

B. Display of associated vulnerability components
C. Assessment of Risk

D. Identification of Critical Information

Correct Answer: ACD

QUESTION 2

How can you calculate the Annualized Loss Expectancy (ALE) that may occur due to a threat?
A. Single Loss Expectancy (SLE)/ Exposure Factor (EF)

B. Asset Value X Exposure Factor (EF)

C. Exposure Factor (EF)/Single Loss Expectancy (SLE)

D. Single Loss Expectancy (SLE) X Annualized Rate of Occurrence (ARO)

Correct Answer: D

QUESTION 3

Which of the following persons is responsible for testing and verifying whether the security policy is properly
implemented, and the derived security solutions are adequate or not?

A. Data custodian
B. Auditor

C. User

D. Data owner

Correct Answer: B

QUESTION 4

Which of the following statements about system hardening are true? Each correct answer represents a complete
solution. Choose two.
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A. It can be achieved by installing service packs and security updates on a regular basis.
B. It is used for securing the computer hardware.

C. It can be achieved by locking the computer room.

D. It is used for securing an operating system.

Correct Answer: AD

QUESTION 5

You are an Incident manager in Orangesect.Inc. You have been tasked to set up a new extension of your enterprise.
The networking, to be done in the new extension, requires different types of cables and an appropriate policy that will be
decided by you. Which of the following stages in the Incident handling process involves your decision making?

A. Preparation

B. Eradication

C. Identification

D. Containment

Correct Answer: A
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