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QUESTION 1

Which of the following Acts enacted in United States allows the FBI to issue National Security Letters (NSLs) to Internet
service providers (ISPs) ordering them to disclose records about their customers?

A. Electronic Communications Privacy Act of 1986
B. Wiretap Act

C. Computer Fraud and Abuse Act

D. Economic Espionage Act of 1996

Correct Answer: A

QUESTION 2

DIACAP applies to the acquisition, operation, and sustainment of any DoD system that collects, stores, transmits, or
processes unclassified or classified information since December 1997. What phases are identified by DIACAP? Each
correct answer represents a complete solution. Choose all that apply.

A. System Definition

B. Accreditation

C. Verification

D. Re-Accreditation

E. Validation

F. Identification

Correct Answer. ACDE

QUESTION 3

In which of the following phases of the SDLC does the software and other components of the system faithfully
incorporate the design specifications and provide proper documentation and training?

A. Programming and training
B. Evaluation and acceptance
C. Initiation

D. Design

Correct Answer: A
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QUESTION 4

Which of the following authentication protocols provides support for a wide range of authentication methods, such as
smart cards and certificates?

A. PAP
B. EAP
C. MS-CHAP v2 D. CHAP

Correct Answer: B

QUESTION 5

Which of the following issues are addressed by the change control phase in the maintenance phase of the life cycle
models? Each correct answer represents a complete solution. Choose all that apply.

A. Performing quality control

B. Recreating and analyzing the problem

C. Developing the changes and corresponding tests
D. Establishing the priorities of requests

Correct Answer. ABC
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