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QUESTION 1

Which of the following architecturally related vulnerabilities is a hardware or software mechanism, which was installed to
permit system maintenance and to bypass the system\\'s security protections?

A. Maintenance hook

B. Lack of parameter checking

C. Time of Check to Time of Use (TOC/TOU) attack
D. Covert channel

Correct Answer: A

QUESTION 2

Which of the following statements are true about security risks? Each correct answer represents a complete solution.
Choose three.

A. They can be analyzed and measured by the risk analysis process.

B. They can be removed completely by taking proper actions.

C. They can be mitigated by reviewing and taking responsible actions based on possible risks.
D. They are considered an indicator of threats coupled with vulnerability.

Correct Answer: ACD

QUESTION 3

Which of the following BCP teams provides clerical support to the other teams and serves as a message center for the
user-recovery site?

A. Security team

B. Data preparation and records team
C. Administrative support team

D. Emergency operations team

Correct Answer: C

QUESTION 4

Which of the following statements reflect the \W'Code of Ethics Preamble\\' in the \W'(ISC)2 Code of Ethics\\'? Each correct
answer represents a complete solution. Choose all that apply.
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A. Strict adherence to this Code is a condition of certification.

B. Safety of the commonwealth, duty to our principals, and to each other requires that we adhere, and be seen to
adhere, to the highest ethical standards of behavior.

C. Advance and protect the profession.
D. Provide diligent and competent service to principals.

Correct Answer: AB

QUESTION 5

Which of the following access control models are used in the commercial sector? Each correct answer represents a
complete solution. Choose two.

A. Clark-Biba model

B. Clark-Wilson model
C. Bell-LaPadula model
D. Biba model

Correct Answer: BD
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