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QUESTION 1

Which of the following types of evidence is considered as the best evidence? 

A. A copy of the original document 

B. Information gathered through the witness\\'s senses 

C. The original document 

D. A computer-generated record 

Correct Answer: C 

 

QUESTION 2

You are the program manager for your project. You are working with the project managers regarding the procurement
processes for their projects. You have ruled out one particular contract type because it is considered too risky for the
program. Which one of the following contract types is usually considered to be the most dangerous for the buyer? 

A. Cost plus incentive fee 

B. Fixed fee 

C. Cost plus percentage of costs 

D. Time and materials 

Correct Answer: C 

 

QUESTION 3

Which of the following representatives of incident response team takes forensic backups of the systems that are the
focus of the incident? 

A. Legal representative 

B. Technical representative 

C. Lead investigator 

D. Information security representative 

Correct Answer: B 

 

QUESTION 4

Which of the following architecturally related vulnerabilities is a hardware or software mechanism, which was installed to
permit system maintenance and to bypass the system\\'s security protections? 
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A. Maintenance hook 

B. Lack of parameter checking 

C. Time of Check to Time of Use (TOC/TOU) attack 

D. Covert channel 

Correct Answer: A 

 

QUESTION 5

Which of the following are the types of access controls? Each correct answer represents a complete solution. Choose
three. 

A. Administrative 

B. Automatic 

C. Physical 

D. Technical 

Correct Answer: ACD 
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