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QUESTION 1

Mark works as a security manager for SoftTech Inc. He is performing a security awareness program. To be successful
in performing the awareness program, he should take into account the needs and current levels of training and
understanding of the employees and audience. There are five key ways, which Mark should keep in mind while
performing this activity. Current level of computer usage What the audience really wants to learn How receptive the
audience is to the security program How to gain acceptance Who might be a possible ally Which of the following
activities is performed in this security awareness process? 

A. Separation of duties 

B. Stunned owl syndrome 

C. Audience participation 

D. Audience segmentation 

Correct Answer: D 

 

QUESTION 2

Which of the following security models deal only with integrity? Each correct answer represents a complete solution.
Choose two. 

A. Biba-Wilson 

B. Clark-Wilson 

C. Bell-LaPadula 

D. Biba 

Correct Answer: BD 

 

QUESTION 3

Which of the following is the process performed between organizations that have unique hardware or software that
cannot be maintained at a hot or warm site? 

A. Cold sites arrangement 

B. Business impact analysis 

C. Duplicate processing facilities 

D. Reciprocal agreements 

Correct Answer: D 
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QUESTION 4

Which of the following response teams aims to foster cooperation and coordination in incident prevention, to prompt
rapid reaction to incidents, and to promote information sharing among members and the community at large? 

A. CSIRT 

B. CERT 

C. FIRST 

D. FedCIRC 

Correct Answer: C 

 

QUESTION 5

Which of the following is a formula, practice, process, design, instrument, pattern, or compilation of information which is
not generally known, but by which a business can obtain an economic advantage over its competitors? 

A. Utility model 

B. Cookie 

C. Copyright 

D. Trade secret 

Correct Answer: D 
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