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QUESTION 1

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Task: Corfigure the firewall [fill put the tabk] to allow these four rules:
Configure the Firewall

Oy alflonw the Acocounting computer tohawve HTTPS aoosss bo the Administrative server.
Oy aflow the HR computer to be able to communicate with the Server 2 System ower 5CP.
Allowe the IT computer to hawve access ta both the Administrative Server 1 and Administrative

Wb

Serveri
IP: 10.4.255.1

IT Cther Department
IP: 10.4.255.10/23 IP: 10.4.255.10/24 IP; 10.4.255.10/25 IF; 10.4.255. 1025

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:
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Source IP Destination IP Port number TCP/UDP Allow Deny
10.4.255.10  10.4.255.101 443 TCP @@@ Allow
10.4.255.10  10.4.255.2 22 TCP @0 Allow
@
10.4.255.10  10.4.255.101 Any Aby Allow
i
@
o ANy Allow

10.4.255.10 10.4.255.102 Amﬁ

MNote: All servers in the bottom have the same |P address, so something is wrong with this guestion.

QUESTION 2

A forensic analyst is asked to respond to an ongoing network attack on a server. Place the items in the list below in the
correct order in which the forensic analyst should preserve them.

Select and Place:

Correct Answer:

Latest JK0-018 Dumps | JK0-018 PDF Dumps | JK0-018 Braindumps 3/12


https://www.geekcert.com/JK0-018.html
https://www.geekcert.com/JK0-018.html
https://www.geekcert.com/JK0-018.html

VCE & PDF https://lwww.geekcert.com/JK0-018.html
2021 Latest geekcert JK0-018 PDF and VCE dumps Download

GeekCert.com

o

QUESTION 3

For each of the given items, select the appropriate authentication category from the dropdown choices. Instructions:
When you have completed the simulation, please select the Done button to submit.

Hot Area:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card

Something you have

Something you know ,-’.':--"':' 2

| =1
-

Something you arep..,

All given authentibfétk&nT;.;”ategories
_— "

Hardware Token an 80 b

: B ==

Sgn:eth_lhr:ig_ygu have

Sihgéjlﬂ,g you know

] S@\‘?\;‘tﬁing you are

Py xl_x‘--__;»_’ﬁl'given authentication categories

Password . Y

Something you have
Something you know
Something you are

All given authentication categories

PIN humber v|

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan v|

Something you have

Something you know
Something you are

All given authentication categories
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Correct Answer:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card

b

Something you have /;\‘\\\\

Something you know 5"
£

Something you arep,. o/

All given authentmétm'n ‘c”ategorles
._H\_h

Hardware Token A '_rﬁ" s b |

Sumethmgjdu have
S-:hﬂgthﬂg you know

ﬂ@\‘hmg you are
- |r

I 'given authentication categories

N
b

Password . Y |

Something you have

Something you know

Something you are
All given authentication categories

PIN number “

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan v|

Something you have

Something you know
Something you are

All given authentication categories
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QUESTION 4

A Security administrator wants to implement strong security on the company smart phones and terminal servers located
in the data center. Drag and Drop the applicable controls to each asset type. Instructions: Controls can be used multiple

times and not all placeholders needs to be filled. When you have completed the simulation, Please select Done to
submit.

Select and Place:

Controls Company Manager Data Center
Scerren Locks Smart Phone Terminal Server

Strong Password
Device Encryption

Remote Wipe Pt
GPS Tracking =Y - M
Pop-up Blocker Y
Cable Locks

Antivirus B &

Host Based Firewall e

Proximity Reader o0
Sniffer =
Mantor ap

Correct Answer:
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Controls Company Manager Data Center
‘Smart Phone Terminal Server
K“lr;:‘-\ y
,---IE_"::\F“:‘;?M B
Scerren Locks oSl Cable Locks
Strong Password™ ') Antivirus
Device Encry,p;i'{é"-ﬁ i Host Based Firewall
Remote:Wipe Sniffer
L M
@{Eﬁﬂ:ﬁtking Mantor ap
rﬁﬁbﬁiup Blocker
Proximity Reader L
QUESTION 5

Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have
completed the simulation, please select the Done button to submit.

Hot Area:
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—_— Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Question

=

Attack Vector

ntified Attack

5 [
|
HOAX
VISHING
PHISHING

rP"'f
Attacker gains confidential #

company information

SPEAR PUSHING

—

---------------------------------------------------------------------------- # 2@~~~ -PHARMING

Attacker posts link to o _“L
Y fake AV software * e
Multiple

HOAX

VISHING

PHISHING
-----PHARMING

SPEAR PUSHING

7
l\'\q credit card details | r 3 VISHING
e PHISHING
______________________________________________ = csces s s e s s e es e s e e s et DHARNMING

social networks '
e Phone-based victim |
" " SPEAR PUSHING
- Attacker collecting @ HOAX

L. Attacker mass-mails produ o Broad set of recipients | =
Y information to parties R ‘ SPEARPUSHING
M- that have already op . @ :]%?-ITNG
receiving advertiss -'l.{"- £ l ] Shiere
- e - o e e e e PHARMING --------------
3 -, Attacker redirge - I ~
\1..)/ resolution entries rom legitimate # @, ;-mmmii SPEAR PUSHING
| "=t site to fraudulent site . Eb HOAX
1 Victims VISHING
- m— PHISHING ———
PHARMING | .
| s = Reset All i
B o =
Correct Answer:
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Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Attack Vector

Target

ntified Attack

Attacker gains confidential
company information

o
-

Attacker posts link to “"__—0 ~3
Y fake AV software * e
Multiple

social networks

™ L .T@:’ -
'SPEAR PUSHING'—]

e s |
4 HOAX

VISHING
PHISHING
PHAEMING

SPEAR PUSHING

HOAX i
VISHING
PHISHING
PHARMING

L)
E Attacker collecting . ﬁ(P)EA?(R PUSHING
w/ credit card details VISHING |
PHISHING
“““““““““““““““““““““““““ Rl T e e e e s nee e PHARMING e
L. Attacker mass-mails produc o Broad set of recipients | -]
~ly information to parties * SPEAR PUSHING
M that have already opie @ HOAX
receiving adverti . ) Ell-ﬁg:-'l‘:ﬁﬁ |
------------------------------------------------------------------------------------------- PHARMING l---------—----
Attacker redirecls name wslp-  Fra I | Pt
‘-e resolution entries from legitimate # @ Legitmate sie | ﬁEEA?(R PUSHING
"=t site to fraudulent site !
. ] .I&. Victims VISHING
' s PHISHING
PHARMING T
i Hd i Reset All it |
CE e .
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