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QUESTION 1
Determine the types of Attacks from right to specific action.

Select and Place:

Task: Determine the types of attacks below by selecting an option

Types of attacks froem the dropdown st
!
= Email sent te multiple users : PhIShlng
- to a link to verify ¥ I Choose Attack Type | i
username/prssword on O 2. Pharming
rnl . | " -
g @, | 3.Vishing
N -
Phonecallsmede to CEC of 4 Whallng
_‘ nrEsnizatian soing far 6 K—Mas
N varigui financial data E S 1_.
. Spoofing
7. Hoax
: Phonecall ismade to individual
_’ stating thers was an IT issue, I Choose Attack T'rFE_I B SPEITI
T and astad for the user's :
’ password ower the phone ((:) g Splm

10. Social Engineering

== I Choose Attack Typa |

Afrignd/coli€ague asks you
guerEisne sfs peresnsl natury,

which couldbe considered I
typical password reset

guestions,

Choose Attack Type I

Correct Answer:
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Task: Determine the types of attacks below by selecting an option
Types of attacks froen the dropsown st

!
_ﬁ Email sent to multiple users
- to a link to verify : i H 1
username/prssword on 1. Phishing @ 2. Pharming
external site |
' of l
' Phone calls mede to CEQ of O |
E nrEsnizatian soing far 6 K—Mas
N varigus financial data 4 w E S 1_.
2 | . Spoofing
St | 7.Hoax
= Phonecall ismade to individual
_’ stating thers was an 1T issue, 3 Vlshlng B Spam
sl and astad for the user’s
password ower the phone ((:)
- 9. Spim
Afrignd/coli€ague asks you
usrEismEals Al AL, 2 - .
W roi e et 10. Social Engineering
typical password reset
questions,

QUESTION 2
Drag and drop the correct protocol to its default port.

Select and Place:
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Correct Answer:
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QUESTION 3

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Select and Place:
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Task: Drag the items on the left to show the different types of
Types of Security T;w mmmm. Not il fields need to be filled, Not
4 m= b

GPS Tracking
Mantrap

Remote wipe
Strong Passwords
Cable lock
Biometrics
Proximity Badges
FM-200

. HVAC @
10. Device Encryption @
11. Antivirus e

W00 L AN R W

Correct Answer:
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Task: Drag the items on the left to show the different types of

a msE E

5. Cablelock
B, FM-200
9. HVAC 1. EPSTracv ; .
o s 6. Biometrics
)
11. Antivirus - 7. Proximity Badges
2. Mantrap
QUESTION 4

Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have
completed the simulation, please select the Done button to submit.

Hot Area:
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—_— Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Question

=

Attack Vector

ntified Attack

5 [
|
HOAX
VISHING
PHISHING

rP"'f
Attacker gains confidential #

company information

SPEAR PUSHING

—

---------------------------------------------------------------------------- # 2@~~~ -PHARMING

Attacker posts link to o _“L
Y fake AV software * e
Multiple

HOAX

VISHING

PHISHING
-----PHARMING

SPEAR PUSHING

7
l\'\q credit card details | r 3 VISHING
e PHISHING
______________________________________________ = csces s s e s s e es e s e e s et DHARNMING

social networks '
e Phone-based victim |
" " SPEAR PUSHING
- Attacker collecting @ HOAX

L. Attacker mass-mails produgh \\ @ Broad set of recipients | =
-—L‘_& information to parties K ‘. SPEAR. PUSHING
M- that have already op . @ :]%?-ITNG
receiving advertiss -'l.{"- £ l ] Shiere
- e - o e e e e PHARMING --------------
X - Attacker redicec - I -
\1..)/ resolution entries rom legitimate # @, ;-mmmii SPEAR PUSHING
| =™t site to fraudulent site . Eb HOAX
i Victims VISHING
g pe— PHISHING —
PHARMING | b~
| s = Reset All i
E = "= -
Correct Answer:
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Question

—_ Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

a % ntified Attack
Targeted CEQ %\) -
-
~ , ) 0 and board hembers”  SPEAR PUSHING!
Attacker gains confidential * HORX
L company information - @ VISHING

PHISHING

Attack Vector Target

----------------------------------------------------------------------------- @ o----o-oo---PHARMING  --—-—--—-=-~
8 4 set of victims -
Attacker posts link to == . _ SPEAR PUSHING
4 = fake AV software * - ik e HOAX
p—. i -t : VISHING
Multiple !
social networks PHISHING
----------------------------------------------------------- oo PHARMING
 om— Phone-based victim -
i ral |
ﬂ_/ Attacker collecting SPEAR PUSHING

HOAX

\y credit card details @ ) VISHING
S PHISHING
““““““““““““““““““““““““ = RSN TR SRR s e s s s DHARMING i e

n Attacker mass-mails produ & ¢ Broad set of recipients | - -]
~ information to parties ; * SPEAR PUSHING
’ : @ HOAX

VISHING
PHISHING |

o o iy el o N - PHARMING --------------
o Aftacker redigg) E I f>
?..-)/ resolution entries from legitimate * 2 ¥ Legitimate sie | SPEAR PUSHING
- 5t site to fraudulent site : HOAX
1 .l_& Victims VISHING
e PHISHING
PHARMING ]

. Reset All
|| 33_ si== === =
QUESTION 5

For each of the given items, select the appropriate authentication category from the drop down choices. Select the
appropriate authentication type for the following items:

Hot Area:
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ltern Response

Fingerprint scan ' E'

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Hardware token E]

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication

Smart card =

Biometric authgntication
One Time Password
Multi fﬁctgﬁg

PAP duthentication

PAP authentication

[ 'E_ﬁ&fmetric authentication

i |

Password

Biometric authentication

&8 One Time Passwoard
§ Multi-factor

] PAFP authentication
PAP authentication

Biometric authentication

PIN number I E

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAFP authentication
Biometric authentication

Retina Scan

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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Correct Answer:
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ltern Response

Fingerprint scan ' E'

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Hardware token E]
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Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication

Biometric authentication

Smart card ) =

Biometric authgntication
One Time Password
Multifactée)

PAP. duthentication

o
PAP authentication
r el

‘_-E_ﬁ&fmetric authentication

Password

Biometric authentication
A One Time Password

<Al Multi-factor

PAP authentication

PAP authentication

Biometric authentication

PIN number I E

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Retina Scan

-

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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