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QUESTION 1

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Task: Corfigure the firewall [fill put the tabk] to allow these four rules:
Configure the Firewall

Oy alflonw the Acocounting computer tohawve HTTPS aoosss bo the Administrative server.
Oy aflow the HR computer to be able to communicate with the Server 2 System ower 5CP.
Allowe the IT computer to hawve access ta both the Administrative Server 1 and Administrative

Wb

Serveri
IP: 10.4.255.1

IT Cther Department
IP: 10.4.255.10/23 IP: 10.4.255.10/24 IP; 10.4.255.10/25 IF; 10.4.255. 1025

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:
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Source IP Destination IP Port number TCP/UDP Allow Deny
10.4.255.10 10.4.255.101 443 TCP O@ Allow
0
,e =
10.4.255.10 10.4.255.2 22 TCP "&é_j Allow
c®
10.4.255.10  10.4.255.101 Any G{% Allow
u..-"

10.4.255.10  10.4.255.102 Anwo Any Allow
{ )
K

MNote: All servers in the bottom have the same |P address, so something is wrong with this guestion.

QUESTION 2

For each of the given items, select the appropriate authentication category from the drop down choices. Select the
appropriate authentication type for the following items:

Hot Area:
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ltern Response

Fingerprint scan ' E'

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Hardware token E]

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication

Smart card =

Biometric authgntication
One Time Password
Multi fﬁctgﬁg

PAP duthentication

PAP authentication

[ 'E_ﬁ&fmetric authentication

i |

Password

Biometric authentication

&8 One Time Passwoard
§ Multi-factor

] PAFP authentication
PAP authentication

Biometric authentication

PIN number I E

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAFP authentication
Biometric authentication

Retina Scan

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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Correct Answer:
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ltern Response

Fingerprint scan ' E'

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Hardware token E]
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Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication

Biometric authentication

Smart card ) =

Biometric authgntication
One Time Password
Multifactée)

PAP. duthentication

o
PAP authentication
r el

‘_-E_ﬁ&fmetric authentication

Password

Biometric authentication
A One Time Password

<Al Multi-factor

PAP authentication

PAP authentication

Biometric authentication

PIN number I E

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Retina Scan

-

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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QUESTION 3

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Select and Place:

Task: Drag the items on the left to show the different types of

El msE E

GPS Tracking
Mantrap

Remote wipe
Strong Passwords
Cable lock
Biometrics
Proximity Badges
FM-200

. HVAC

10. Device Encryption

11. Antivirus @

W00 N LN R W

Correct Answer:
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Task: Drag the items on the left to show the different types of

a msE E

5. Cablelock
FM-200
9. HVAC - -
6. Biometrics
11. Antivirus 7. Proximity Badges
2. Mantrap
QUESTION 4

For each of the given items, select the appropriate authentication category from the dropdown choices. Instructions:
When you have completed the simulation, please select the Done button to submit.

Hot Area:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card

Something you have

Something you know ,-’.':--"':' 2

| =1
-

Something you arep..,

All given authentibfétk&nT;.;”ategories
_— "

Hardware Token an 80 b

: B ==

Sgn:eth_lhr:ig_ygu have

Sihgéjlﬂ,g you know

] S@\‘?\;‘tﬁing you are

Py xl_x‘--__;»_’ﬁl'given authentication categories

Password . Y

Something you have
Something you know
Something you are

All given authentication categories

PIN humber v|

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan v|

Something you have

Something you know
Something you are

All given authentication categories
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Correct Answer:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

Item

Retina scan

Smart card

Hardware Token

Password

PIN number

Fingerprint scan

N
b

Response

Something you have
Something you know
Something you are

All given authentication categories

Something you have /;\‘\\\\

Something you know 5"
£

Something you arep,. o/

All given authentmétm'n ‘c”ategorles
._H\_h

i

ey |r>/ b |

Sumethmgjdu have
S-:hﬂgthﬂg you know

I 'given authentication categories

ﬂ@\‘hmg you are
- |r

Something you have

Something you know

Something you are

All given authentication categories

Something you have
Something you know
Something you are

All given authentication categories

W

Something you have

Something you know
Something you are

All given authentication categories
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QUESTION 5

A Security administrator wants to implement strong security on the company smart phones and terminal servers located
in the data center. Drag and Drop the applicable controls to each asset type. Instructions: Controls can be used multiple

times and not all placeholders needs to be filled. When you have completed the simulation, Please select Done to
submit.

Select and Place:

Controls Company Manager Data Center
Scerren Locks Smart Phone Terminal Server

Strong Password
Device Encryption

Remote Wipe Pt
GPS Tracking =Y - M
Pop-up Blocker Y
Cable Locks

Antivirus B &

Host Based Firewall e

Proximity Reader o0
Sniffer =
Mantor ap

Correct Answer:
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Proximity Reader

Controls Company Manager Data Center I
~ Smart Phone Terminal Server
I IS‘Q}
E H.-:’G}% lB
Scerren Locks oSl Cable Locks
J by
Strong Password™ 0" Antivirus

Host Based Firewall

. T
Device Encq@@ﬁ

Remote-Wipe Sniffer
o, B
.\H"—u—"-.{- "
GPS Trackin Mantor ap
(g&%ﬂ- racking
@E@bp-up Blocker
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