B VCE & PDF https://lwww.geekcert.com/JK0-018.html
' 2021 Latest geekcert JK0-018 PDF and VCE dumps Download
: GeekCert.com

JK0-01895As

CompTIA Security+ E2C (2011 Edition)

Pass CompTIA JK0-018 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.geekcert.com/JK0-018.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

After Purchase

Guarantee

Free Update SKTISFACTION GUARANTEEp
Satisfied Customers

Q00O

Latest JK0-018 Dumps | JK0-018 PDF Dumps | JKO-018 Exam Questions 1/14


https://www.geekcert.com/JK0-018.html
https://www.geekcert.com/JK0-018.html
https://www.geekcert.com/JK0-018.html

VCE & PDF https://lwww.geekcert.com/JK0-018.html
2021 Latest geekcert JK0-018 PDF and VCE dumps Download

GeekCert.com

QUESTION 1

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Task: Corfigure the firewall [fill put the tabk] to allow these four rules:
Configure the Firewall

Oy alflonw the Acocounting computer tohawve HTTPS aoosss bo the Administrative server.
Oy aflow the HR computer to be able to communicate with the Server 2 System ower 5CP.
Allowe the IT computer to hawve access ta both the Administrative Server 1 and Administrative

Wb

Serveri
IP: 10.4.255.1

IT Cther Department
IP: 10.4.255.10/23 IP: 10.4.255.10/24 IP; 10.4.255.10/25 IF; 10.4.255. 1025

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:
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Source IP Destination IP Port number TCP/UDP Allow Deny
10.4.255.10  10.4.255.101 443 TCP @@@ Allow
10.4.255.10  10.4.255.2 22 TCP @0 Allow
@
10.4.255.10  10.4.255.101 Any Aby Allow
i
@
o ANy Allow

10.4.255.10 10.4.255.102 Amﬁ

MNote: All servers in the bottom have the same |P address, so something is wrong with this guestion.

QUESTION 2
Determine the types of Attacks from right to specific action.

Select and Place:

Task: Determine the types of attacks bekow by selecting an option

Types of attacks from the drapdown st
2 Email sent to multiple users | i F'hlshlng
= to a link 1o verify = ¥ | Choose AttackType { .
username/przsword on e ! 2 F'harmll'lg
external site 0 | 3 UlShlng
Phone calls made to CEQ of 4 Wha"ng
' arganizatinn siing far E_ K—Mﬂs
varigui financis! data
6. Spoofing
W 7.Hoax
% Phonecall ismade to individual
' stating thers was an 1T issue, I Choose Attack Type I B * S pam
(R and astad fior the user’s :
password over the phone @ 9 Splm
(g 10, Social Engingering
I Choose Attack Type I
Afriend/collgague asks you 4
guertione ofs pergonal naturs, b
which couldbe considered I Shicroom Tk fee I
typical password reset
Questions,

Correct Answer:
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Task: Determine the types of attacks below by selecting an option
Types of attacks froen the dropsown st

_ Email sent te multiple users
- to a link to verify

username,/prssword on

1. Phishing @)@2 Pharming

external site
S
-
Phone calls mede to CEQ of i O
‘ argRAiTEtinn BRing far 5. X-Mas
various financial data
6. Spoofing
7. Hoax
Phonecall ismade to individual
' stating thers was an IT issue, 8. Spam

and astad for the user's
password over the phone

You're on a sacial media
BA LASTEIAT MELLREE P
from afriend wit
new breakthr

{;«};ﬁ
Afrignd/coli€ague asks you

Huarrisnt af s pereansl ANTUF,
which couldbe considered
typical password reset
guestions,

10. Social Engineering

QUESTION 3

The security administrator has installed a new firewall which implements an implicit DENY policy by default Click on the
firewall and configure it to allow ONLY the following communication.

1. The Accounting workstation can ONLY access the web server on the public network over the default HTTPS port.
The accounting workstation should not access other networks.

2. The HR workstation should be restricted to communicate with the Financial server ONLY, over the default SCP port.

3. The Admin workstation should ONLY be able to access the servers on the secure network over the default TFTP
port.

Instructions: The firewall will process the rules in a top-down manner in order as a first match The port number must be
typed in and only one port number can be entered per rule Type ANY for all ports. The original firewall configuration can
be reset at any time by pressing the reset button. Once you have met the simulation requirements, click save and then
Done to submit.
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Network Diagram

Instructions: The firewall will process the rules in a top-down manner in order as a first match.

The port number must be typed in and only one port humber can be entered per rule.
Type ANY for all ports. The original firewall configuration can be re at any time
by pressing the reset button. Once you have met the simulatio rements,
click save and then Done to submit.

Qu estion

Internet .

blic Server Network

Mail Server
192.168.10.2

DNS Server
192.168.10.3

Secure Network

Financial Server
192.168.100.10

B | |

==

Hon Network

Y

Accounting Human Resources Sales
| 10.10.9.12

10.10.9.14

10.10.9.16

Purchasing Server
192.168.100.18

Admin
10.10.8.18

o —

N I

Hot Area:
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Rule # Source Destination Port Protocol Action
{Only One Per Rule)

192.168.10.2/32 Any ;‘f ANY Permit
192.168.10.3/32 192.168.10.2/32 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32 @

B2 | g | 3 1 & & v
192.168.10.2/32 Any 443 & ANY Permit
192.168.10.3/32 192.168.10.2/32 22 TeR Deny
192.168.10.4/32 192.168.10.3/32 ’ upp
192.168.10.5/32 192.168.10.4/32 (
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

B s 2 2 :

443 ANY Permit
192.168.10.2/32 22 TEP Deny
192.168.10.3/32 69 UDP
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32

= 4 v v . v| v| v|
192.168.10.2/32 Any 443 il Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 uppP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32

192.168.100.18/32

Correct Answer:
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Rule # Source Destination Port Protocol Action
{Only One Per Rule)

B v g [ 8 v v
192.168.10.2/32 Any 443 ANY Bariil
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32

B2 g | 2 3 @: v 3
192.168.10.2/32 Any 443 s = Permit
192.168.10.3/32 192.168.10.2/32 22 TR Deny
192.168.10.4/32 192.168.10.3/32 f upDp
192.168.10.5/32 192.153.1“.4:‘32(
10.10.9.12/32 =
10.10.9.14/32
10.10.9.18/32

= 3 | V! w

443 ANY Permit
192.168.10.2/32 22 TEP Deny
192.168.10.3/32 69 UpP
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32

= 4 e W B, b vl
192.168.10.2/32 Any 443 L Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 upp
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32

192.168.100.10/32
192.168.100.18/32

10.10.9.18/32
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QUESTION 4

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Select and Place:

Task: Drag the items on the left to show the different types of
Types D'F Secunty Hl.lrurmi‘l'g,l w;mte LE::;VI:E Mot all fields need to be filled. Mot
allitems :

GPS Tracking
Mantrap

Remote wipe
Strong Passwords
Cable lock
Biometrics
Proximity Badges
FM-200

. HVAC

10. Device Encryption

11. Antivirus @

W00 L AN R W

Correct Answer:
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Task: Drag the items on the left to show the different types of

a msE E

5. Cablelock
FM-200
9. HVAC - -
6. Biometrics
11. Antivirus 7. Proximity Badges
2. Mantrap
QUESTION 5

For each of the given items, select the appropriate authentication category from the dropdown choices. Instructions:
When you have completed the simulation, please select the Done button to submit.

Hot Area:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card

Something you have

Something you know ,-’.':--"':' 2

| =1
-

Something you arep..,

All given authentibfétk&nT;.;”ategories
_— "

Hardware Token an 80 b

: B ==

Sgn:eth_lhr:ig_ygu have

Sihgéjlﬂ,g you know

] S@\‘?\;‘tﬁing you are

Py xl_x‘--__;»_’ﬁl'given authentication categories

Password . Y

Something you have
Something you know
Something you are

All given authentication categories

PIN humber v|

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan v|

Something you have

Something you know
Something you are

All given authentication categories
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Correct Answer:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

Item

Retina scan

Smart card

Hardware Token

Password

PIN number

Fingerprint scan

N
b

Response

Something you have
Something you know
Something you are

All given authentication categories

Something you have /;\‘\\\\

Something you know 5"
£

Something you arep,. o/

All given authentmétm'n ‘c”ategorles
._H\_h

i

ey |r>/ b |

Sumethmgjdu have
S-:hﬂgthﬂg you know

I 'given authentication categories

ﬂ@\‘hmg you are
- |r

Something you have

Something you know

Something you are

All given authentication categories

Something you have
Something you know
Something you are

All given authentication categories

W

Something you have

Something you know
Something you are

All given authentication categories
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