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QUESTION 1

You want Enterprise Security Profiler (ESP) to generate a message when a new host is detected on a network. Which
two steps must you perform? (Choose two.)

A. Under the Violation Viewer tab, create a permitted object, select that object, and then click Apply.
B. Configure ESP to enable application profiling, and select the contexts to profile.

C. Start or restart the profiler process.

D. Configure ESP to enable alerts for new host detected.

Correct Answer: CD

QUESTION 2

When migrating from Sniffer mode to inline mode, what changes should you make so IDP Sensor can effectively drop
attacks?

A. re-install the IDP Sensor software
B. change the IDP Sensor mode from the ACM
C. delete and re-add your IDP Sensor object to the Network Objects as an inline Device

D. modify the rule action to "Drop Packet" or "Drop Connection" on rules that you want to drop attacks, and install the
modified security policy

Correct Answer: BD

QUESTION 3

If an IDP sensor finds that a packet matchesa particular IDP rule, and then finds a matching exempt rule, what does the
sensor do?

A. Does not create a log entry, does not perform the action in the matching rule, and then examines the next IDP rule in
the list.

B. Creates a log entry for the matching rule, performs the action in the IDP rule, and then examines the next IDP rule in
the list.

C. Creates a log entry for the matching rule, does not perform the action in the IDP rule, and then examines the next
IDP rule in the list.

D. Does not create a log entry or perform the action in the matching rule, and then stops examining the remainder of the
IDP rules for that particular packet.

Correct Answer: A
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QUESTION 4

How do ignore and None actions in the Main Rulebase differ?

A. None actions cause IDP NOT to perform any AttackMatching on this rule.

B. Ignore actions cause IDP NOT to perform any Attack Matching on this rule.

C. Ignore actions cause IDP to ignore and subsequently drop all traffic matching this rule.

D. Ignore actions will cause IDP to disregard and further attack matching when an attack object is matched.

Correct Answer: D

QUESTION 5

Which statement is true regarding policy installation on an IDP sensor?
A. A policy version is created when a new policy is successfully installed.
B. Thepkid process on the sensor handles the policy installation.

C. Thepolicy.set file is updated on the sensor.

D. The sensor stops processing traffic when the policy is being installed.

Correct Answer: C
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